AC-115

Compact Networked Single-Door
Controller
Software Manual

-
MODE @ © DOOR

125!
080
o0
oee .

SECURITY PRODUCTS

ACCESS CONTROL

www.rosslaresecurity.com

ROSSLN\RR=

SECURITY PRODUCTS



Copyright © 2014 by Rosslare. All rights reserved.

This manual and the information contained herein are proprietary to ROSSLARE
ENTERPRISES LIMITED and/or its related companies and/or subsidiaries’ (hereafter:
"ROSSLARE"). Only ROSSLARE and its customers have the right to use the information.

No part of this manual may be re-produced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of
ROSSLARE.

ROSSLARE owns patents and patent applications, trademarks, copyrights, or other
intellectual property rights covering the subject matter in this manual.

TEXTS, IMAGES, AND ILLUSTRATIONS INCLUDING THEIR ARRANGEMENT IN THIS
DOCUMENT ARE SUBJECT TO THE PROTECTION OF COPYRIGHT LAWS AND OTHER
LEGAL RIGHTS WORLDWIDE. THEIR USE, REPRODUCTION, AND TRANSMITTAL TO THIRD
PARTIES WITHOUT EXPRESS WRITTEN PERMISSION MAY RESULT IN LEGAL
PROCEEDINGS.

The furnishing of this manual to any party does not give that party or any third party any
license to these patents, trademarks, copyrights or other intellectual property rights,
except as expressly provided in any written agreement of ROSSLARE.

ROSSLARE reserves the right to revise and change this document at any time, without
being obliged to announce such revisions or changes beforehand or after the fact.



Table of Contents A=Ak —

Table of Contents

1. INtroduction.....c e 9
1.1 How to Use this Manual..........c.cciiiiiiii 9
1.2 MiniIMUM REQUIrEMENTS......ooiiiiieiiie e 9
1.3 Installing the AS-115 PC SOftware..........ccoooviiiiiiiiiiiiceec 10
2. Getting Started ... ———————— 13
2.1 Connecting the AC-115 10 YOUr PC......oiiiiiiiiiiiieie e 13
2.1.1 Preparing your MD-14 for Use with the AC-115 ... 14
2.1.2 Connecting the MD-14 to the AC-115 and your PC..........cccoovviiiiiiieeis 14
2.1.3 Connecting More than One AC-1151t0 the PC ........cccooviiiiiiiiiiiicece 16
2.1.4 Setting Up Door Numbers for Multi-Door AC-115 Network......................... 16
2.2 Starting the Software and Logging IN........ccoocviiiiiiiiiiii e 17
2.3 Introduction to the Main WIiNndowW ...........ccocoviiiiiiiiiec e 18
2.4 Configuring the Serial Port (COM POIt) .......ccooovviiiiiiiiieceeee 20
2.5  Setting Up Your Preferred Language ...........coceevviieiiiiiiiiiie e 22
2.6 Setting Up OPerators ......oovviiiiiiiee e 22
2.6.1 AdING @N OPEIALON ... 22
2.6.2 Configuring the Operator Parameters. ............cccoovvieiieiiiecie e 24
2.6.3 Removing an Operator

2.7 Maintaining the PC Software Database ............cccoccooiiiiiiiiiiii, 28
3. Configuring the System ... 31
3.1 Modes of OPEration ............coouiiiiiiie e 31
3.1.1 ONlINE MOE ...t 31
3.1.2 OFfliNe MOTE. ...t 32
3.1.3 Check the Mode of OpPeration .............cccuvviiiiiieie e 32
3.1.4 Change the Mode of OPeration ............ccccocviviiieiieeeiecie e 32
3.2 Download and Upload SEttings.........ccceeoiiiiiiiiiiiiiiiiieeee e 32
3.2.1 Download Settings to the AC-115 NetWOrK........cccocvvviiiiiiiiiiiiiciiccins

3.2.2 Uploading History from the AC-115 Network
3.3 D00 SETUD -ttt 33

AC-115 Software Manual iii



Table of Contents

3.3.1 Installing the First DOOK ..........oiuiiiiiii i 33
3.32 Getting the Door Properties for DOOr #71.........ccccovvviviiiiiiiiiiii e 34
3.33 Setting the Door Properties for DOOr #71 .........ccccovviiiiiiiiiiiieie e 34
334 Setting the Door Configuration for Door #1 ........c...cceeviiieiiiiieeeece 35
3.35 Setting the Alarm Conditions for Door #1 ..........ccccooviiiiiiiiiiiiece 36
3.4  Downloading Settings to the Hardware............cccccooiiiiiiiiiicee 37
3.5  Testing Your Network for the First Time ..........coceviiiiiiiiiiiciiee 38
3.6 Setting up the System Codes .........ccooevviiiiiiiiiie e 40
3.7 Setting up Activities and TiMeS ZONES..........cocviiiiiiiiiiiie e 42
3.8 Automatic Normal/Bypass Mode Switching .........cccceviiiiiiiiiiiiiiin 44
3.9  Setting Up the Holiday Dates ............oooiiiiiiiiiiiiieee e 45
3.10 Setting Up the System Date and ClOcK .........ccooviiiiiiiiiiiiiiiiiee 47
3.10.1 Manually Updating the ClocK.........coviiiiiiiii e 47
4. Employee Setup ....ccceeuiiiirrimmmmmmeisinnnnnnnnssss s s smnssssans 48
4.1 Adding EMPIOYEES ... 48
4.1.1 GeNETal TaD ... 49
4.1.2 DEtAlS TaD .o 51
413 TiME ZONES TaD ... 52
4.1.4 RIGNTS TaAD ... 53
4.2 Editing Employees Settings...........oooviiiiiiiiiieee e 53
4.3 Deleting EMPIOYEES ......ooviiiiiiiiiiee e 54
5. Upload History............cccmmmmmmmmmmmnsissnmnmmmnsssssssssnnnsnsssssans 55
5.1 Defining Event HiStOrY.......cc.ooviiiiiiicc e 55
5.2 Occasions to Upload the Event History ..........ccoooeiiiiiiiiiicce 56
5.2.1 Manual or Automatic Upload? .........cooviiiiiiiiiiiicccc e 56
5.3 Uploading Event History Manually..............ccccccoiiiiiiiiii 56
5.4  Uploading Event History Automatically............cccoovviiiiiiiiiiiic 58
TR =T T o T o 59
6.1 REPOIM TYPES. ..ot 59
6.1.1 MOVEMENTS REPOIT ...t 59
6.1.2 ATENdANCE REPOI ...t 59
6.1.3 D00 REPOIT ... 59

iv AC-115 Software Manual



Table of Contents A=Ak —

6.1.4 INTEraCtive REPOIT ...t 59
6.2 REPOIt SELUD oo 60
6.3 Generating Movement RepOrtS .......oovveiviiiiiiiice e 61
6.3.1 Employee List by DOOI/AI DOOTS.........coiiiiiiiiiieeeiiee e 62
6.3.2 Employee List by Door/Selected DOOIS .........couviiiiiiiiiiiiieieee e 63
6.3.3 Doors List by Employee/All EMPIOYEES .........ccoviiiiiiiiiiiiieeeeeee 64
6.3.4 Doors list by Employee/Select EMPIOYEES .........oooviiiiiiiiiiiiiiiiiieeee e 65
6.4 Generating Attendance REPOIS .......coovviiiiiiiiiiie e 66
6.5 Generating DOOr REPOIS ....oiiiiiiiiiiiie e 68
6.5.1 All Events/All Doors ...........

6.5.2 Tamper Events/All Doors

6.5.3 Auxiliary Events/Do0ors 2 and 4 ..........ooveiiiiiiiiieie e 71
6.6 Generating Interactive REPOItS ........oovvviiiiiiiiiiici e 72
6.6.1 Employee List by DOOI/AII DOOIS.........coouiiiiiiiiiiiieee e 72
6.6.2 Employee List by Door/Selected DOOIS .........couviiiiiiiiiiiiiieeie e 73
6.6.3 Doors list by Employee/All EMPIOYEES .......c..ooiiiiiiiiiiiiiiceeeee e 74
6.6.4 Doors List by Employee/Selected EMPIOYEES...........oovviviiiiiiiiiiiiiiiiiie 75
A. Language Setup .......icccciimimmmiinimeseininesssnnssssnssssnnanas 77
A1 Option 1 — Changing Languages within the AS-115 Software ........... 77
A2 Option 2 — Changing the Default Locale on Windows 2000 and Above78
B. Using the MD-08.........ccoeemmmmeiiiinrrnnnmmeessses s snnsssssssnnnns 80

AC-115 Software Manual v



List of Figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 9:
Figure 10
Figure 11
Figure 12
Figure 13
Figure 14
Figure 15
Figure 16
Figure 17
Figure 18
Figure 19
Figure 20
Figure 21
Figure 22
Figure 23
Figure 24
Figure 25
Figure 26
Figure 27

Vi

List of Figures

MD-14 Cable (RS-232 to RS-485 Connection) ................cccccc. 14
NEW MD-T4 . e 14
Modified MD-=T14 ... 14
MD-14 10 AC-115 CONNECLION ... 15
Multiple AC-TT15 10 PC.ieiiiiiiieee e 16
AC-T15 KeYPad ... 17
OFfliNe INAICATON ... 32

Example of Four Doors Added............cc.oooveiiiiiciiieeeee e 37
S DEeVICES ONlING ..o 39
s Employee > Rights Tab........oooiiiiiiiiiicee 53
- Movements Report by DOOT ......cc.covviiiiiiiiceeeeee e 63
: Employee List for Selected DOOIS.........cocveviiiiiiiiiiiiieeee e 64
: All Employees Movement REPOrt.........ccceeviiiiiiiiiiiiiieiiceee 65
: Selected Employees Movement Report ..........cccevvvivvieiiiiieeee. 66
. Attendance Report — Working HOUIS ........cooiiviiiiiiiiii 67
. Attendance Report — Late HOUIS.........cccoooioiiiiiiicceee e 67
s Door Events RePOIt......coooviiiiiiiiii 69
: Door Tamper Event Report ... 70
: Door Auxiliary Event REpOrt .......ccooviiviiiiiiiieieeee e 71
- Interactive Door Report of Employees by Door...........cccccceeveene.. 73
- Interactive Report of Employees by DOOr ........cccccovevviiiiiiieeene. 74
- Interactive Report of All EmpIOYees ..........cocoovvviviiiiiiiiiieee 75
- Interactive Report for Selected EMplOyees ..........cocvevvveviiiieennnn.. 76
: MD-08 Terminal BIOCk WINNG ......cooiiiiiiiiiiiieeeeeee e 80
: MD-08 Connector to Reader........cc..ooviiiiiiiiiiecie e 80
TMD-12W 0 MD-08 ..o 81

AC-115 Software Manual



LiSt Of Ta bleS SECURITY PRODUCTS

List of Tables

Table 1: MD-14 Wire Color GUIde ... 15
Table 2: TOOIDAr ... o 19
Table 3: Database Window

AC-115 Software Manual vii



Notice and Disclaimer

Notice and Disclaimer

This manual’s sole purpose is to assist installers and/or users in the safe and
efficient installation and usage of the system and/or product described herein.

BEFORE ATTEMPTING TO INSTALL AND/OR USE THE SYSTEM, THE INSTALLER AND
THE USER MUST READ THIS MANUAL AND BECOME FAMILIAR WITH ALL SAFETY
REQUIREMENTS AND OPERATING PROCEDURES.

viii

The system must not be used for purposes other than those for which it
was designed.

The use of the software associated with the system and/or product, if
applicable, is subject to the terms of the license provided as part of the
purchase documents.

ROSSLARE exclusive warranty and liability is limited to the warranty and
liability statement provided in an appendix at the end of this document.

This manual describes the maximum configuration of the system with the
maximum number of functions, including future options. Therefore, not
all functions described in this manual may be available in the specific
system and/or product configuration you purchased.

Incorrect operation or installation, or failure of the user to effectively
maintain the system, relieves the manufacturer (and seller) from all or any
responsibility for consequent noncompliance, damage, or injury.

The text, images and graphics contained in the manual are for the
purpose of illustration and reference only.

All data contained herein is subject to change without prior notice.

In no event shall manufacturer be liable for any special, direct, indirect,
incidental, consequential, exemplary or punitive damages (including,
without limitation, any and all damages from business interruption, loss of
profits or revenue, cost of capital or loss of use of any property or capital
or injury).

All graphics in this manual are for reference only, some deviation between
the image(s) and the actual product may occur.

All wiring diagrams are intended for reference only, the photograph or
graphic of the PCB(s) are intended for clearer illustration and
understanding of the product and may differ from the actual PCB(s)
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1. Introduction

Thank you for purchasing the AC-115 single door, self-contained access
controller and AS-115 PC software.

The AC-115 is an advanced single door controller capable of being networked
with up to seven more AC-115s.

A single AC-115 can be used without PC Software. Programming the AC-115
without the PC software (local programming) is accomplished via the AC-115's
membrane keypad. However, there are many features that can only be set by
the AS-115 PC software.

The PC software must be used when more than one AC-115 is joined in a
network of doors.

This manual explains how to install and use the AS-115 PC software with one
or more doors.

This section describes this manual, and how to choose the right operating
system and the necessary hardware required to use your AC-115 system.

The topics in this chapter are:
= How to Use this Manual
= Minimum Requirements
= Installing the AS-115 PC Software

This manual refers to the AS-115 software version 33.9.08 and above.

1.1 How to Use this Manual
The manual is constructed in a step-by-step format but can also be used as a
quick reference guide.

Installers who are new and unfamiliar with the setup procedure should read
this manual from cover to cover and should read each chapter in the order that
it is presented. However, if you are already familiar with the AC-115, this
manual can be used as a quick reference guide in order to fine tune your
knowledge about the AC-115 system.

A PDF of this manual can also be found on the AS-115 PC Software installation
CD.

1.2 Minimum Requirements

To install the software, you need a minimum of 300MB available on your hard
disk.

Your PC also requires an available Serial Port (9-pin connector).

AC-115 Software Manual 9
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The AS-115 software functions in English on any PC using the following
Operating Systems:

= Windows 95/98/ME
= Windows NT/2000
= Windows XP/2003 server

There are, however, some special considerations to take into account when
using the AS-115 multi-language support feature.

See Appendix A for a list of languages supported by the AS-115 software.
1.3 Installing the AS-115 PC Software

The installation of the AS-115 PC software package from the CD-ROM is a
mostly automated process done by an installer program.

To install the AS-115 software:

1. Close all applications.

2. Insert the AS-115 PC software CD into the CD drive.

If the AS-115 setup wizard does not start automatically, click Start on the
Windows taskbar, and click Run. Enter “D:\Setup”, where D is the letter
that corresponds to the CD drive.

For example, if your CD drive is the E drive, enter E:\setup.
The following window opens:

AC115 Setup X

This is a Setup Program for installing the Access Control -
ACT15 [Version 33.9.11) Click next to conlinue with setup
or Cancel to quit setup.

Next > Cancel
[ New> ]

3. Click Next to continue with the installation.
4. Choose the Destination Location:

The installer prompts you to enter the destination location for the
installation. This is where the AS-115 PC software is stored on your hard
disk.

10 AC-115 Software Manual
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AC115 Setup

Choose Destination Location
Select folder where Setup will install files.

Setup will install AC115 in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Files\Rosslare\AC115 Browse...

< Back Next > i Cancel |

5. Click Next to accept the default installation location and continue with
the installation or click Browse to change the installation location.

The Select Program Folder screen opens.

AC115 Setup

Select Program Folder

%
Pleaze zelect a program folder, - "

Setup will add pragram icons to the Program Folder listed below. Yiou may type a new folder
hame, or select one from the existing folders list. Click Mest to continue.

Program Falders

dmlmstraie Tools
Adobe
Adobe Aciobat 4.0

CyberLink PowerDvD
DIASONIC

|

< Back MNext > Cancel |

This window determines where the AS-115 PC software appears in the
Windows Start menu.

6. Select a program folder and click Next.
The Start Copying Files screen opens.

AC-115 Software Manual 11
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AC115 Setup

Start Copying Files
Review settings befare copying files.
Setup has enough infarmation to start copying the program files. |f you want to review ar
change any settings, click Back. If you are satisfied with the settings, click Next to begin
copying files,
< Back Mext > | Cancel
7. Click Next.

The installation begins.

When the installation is complete, the /nstallShield Wizard Completed
screen opens

AC115 Setup

InstallS hield Wizard Complete

The InstallShield Wizard has successfully installed AC115
Click Firish to exit the wizard,

Firish

8. Click Finish to complete the installation.

12 AC-115 Software Manual
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2. QGetting Started

Now that you have successfully installed the software, you are ready to start
using it. However, before you begin using the software, it is important to make
sure the AC-115 hardware is attached correctly.

This chapter explains how to attach the AC-115 hardware to a PC and check
to make sure that the communication between the AC-115 and the PC is
working properly.

To do this, you will learn how to login to the software and how to set up your
serial port (COM port) and you will get a brief introduction to the software’s
Main Window.

The topics in this chapter are:

= Connecting the AC-115 to your PC

= Starting the Software and Logging In

= Introduction to the Main Window

= Configuring the Serial Port (COM Port)
= Setting Up Your Preferred Language

= Setting Up Operators

= Maintaining the PC Software Database

2.1 Connecting the AC-115 to your PC

To get the fullest out of this manual, you should already have the In
; and Out Wiegand 26-Bit readers, the Release to Exit (REX) button, and
vote Door Monitor wired to the AC-115. The AC-115 must also be wired to
power supply.

It is assumed that you have already installed the AC-115 hardware.

This section describes how to wire the AC-115 to the PC. To do this, you need
an RS-485 to RS-232 converter cable (Rosslare Model Number MD-14), which
can be ordered from your Rosslare Security products supplier (Figure 1).

The new MD-14U cable can also be used in place of the older MD-14 cable.

AC-115 Software Manual 13
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Figure 1: MD-14 Cable (RS-232 to RS-485 Connection)

.,-'-"""‘-'_-?'\
|
—

The MD-14 has two connecters:

= @ RS-232 Connector

= @ RS-485 Connector

The AC-115 does not require a connector on the RS-485 side of MD-14 cable.
2.1.1 Preparing your MD-14 for Use with the AC-115

This is a brief set of instructions on preparing the MD-14 for the AC-115.
When you receive a new MD-14, the RS-485 connector should look like the

following.

Cut the connector off and remove about 3 inches (7 cm) of cable shielding and
strip the ends of the four wires about a quarter of an inch (5 mm).

Figure 2: New MD-14

Figure 3: Modified MD-14

l6&—— 7 cm (3 inches) ———>|

2.1.2  Connecting the MD-14 to the AC-115 and your PC
Attach the MD-14 to the AC-115 according to Figure 4 and Table 1.

14 AC-115 Software Manual
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Figure 4: MD-14 to AC-115 Connection

-

To PC Serial Port
{COM Port)
—

Table 1: MD-14 Wire Color Guide

Controller Color

+V Red

(-) Black
L1 Orange
L2 Brown

You have now correctly attached the MD-14 to the AC-115 and to your PC
serial port (COM Port).

AC-115 Software Manual 15
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2.1.3  Connecting More than One AC-115 to the PC

Figure 5 shows how to connect more than one AC-115 to the PC in order to
build a multi-door AC-115 network. Note that you need only one MD-14 for
the whole network. Once wired and powered, you must set the Door Numbers
of the AC-115's in the network.

Figure 5: Multiple AC-115 to PC

DOOR 1

-
To PC Serial Port @
-

2.1.4  Setting Up Door Numbers for Multi-Door AC-115 Network

It is very important to assign unique Door Numbers to each AC-115 in the
network.

The Door Number correctly identifies the hardware when they communicate
through the serial port. You need to remember the Door Numbers you assign
when you are setting up the software.

Door Numbers can only be programmed from the 3x4 matrix keypad of
theAC-115 controller and not from the PC. This is called “local programming”.

Local programming is covered in extensive detail in the AC-115 Hardware
Installation and Users Guide.
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Figure 6 shows the layout of the AC-115 keypad.

Figure 6: AC-115 Keypad
®

Q——
@_
O

© The DOOR LED is used to assist navigation through the local programming
menu.

® The MODE LED indicates the current mode of operation of the AC-115. It
also assists navigation through the local programming menu.

© This is the 3x4 matrix keypad. It has buttons from “0” to “9” that are used
when entering programming settings and when entering Personal
Identification Numbers (PIN).

® The "*" key is the bell button.

© The “#" key is used for entering or exiting local programming mode.

Refer to the AC-115 Hardware Installation and Programming Manual for how
to program the Door Number.

Once you have programmed the Door Number, you are now ready to start
using the PC software. After you learn to log in to the software and get
acquainted with the main screen, you can proceed to test the connection with
the AC-115.

?l‘/

neoe
E000
ooon

2.2 Starting the Software and Logging In

To start the software and log in:

1. Start the AS-115 PC software from the Windows “START" menu or by
clicking the icon on the Windows desktop. You are prompted with the
login window:

% Please enter your Operator Mame and Password

Name | admin
Password ||

oK Cancel |

AC-115 Software Manual 17
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Operators of the software can be assigned to have different access rights
to the software. Limits can be placed on which menus the user has access
to. You will learn more about setting user levels later.
2. Enter the Name “admin” and Password “admin”.
3. Click OK.
You have now successfully logged into the software as the operator named
"admin".
The software now attempts to connect to the AC-115 using the default COM
port setting. The default COM port setting is COM 1.
If COM 1 is not available (being used by some other software), the following
window appears, informing you of the connection problem:

Shatus k|

Could Mot Open Com poi,
! Please check setbegs and Tiy dowedoad again
Lates.

‘working im Difline Mode.

This means that you must change your COM port or make the COM port
available by quitting/uninstalling the software that is keeping the COM port
busy.

In the meantime, the software detects that you have no doors installed and the
software operates in offline mode (see Section 3.1.2).

2.3 Introduction to the Main Window

Now that you have successfully logged in to the PC software, you are ready to
make sure that your AS-115 software is communicating correctly with the AC-
115. In this section, you will learn how to setup your Serial Port (COM Port)
and make sure that your AC-115(s) are communicating.

18 AC-115 Software Manual
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After logging in, the software’s main screen appears.

B AC-115 lnteliDoor Access Control Network - [Download]
e e re

AC115 Downloader

&ie

Enployons.

[ e
Q@ iy

My

o fut

@Ol Cperstor adnin AT £

Depending on the security access level of the user logging in, there are various
options available for use.

The Menu Bar contains the following menu options: File, View, and Help.

[E AC-115 InteliDoor Access ControlNetwork - [Download]

File View Help

The Status Bar has four sections.
= Online/offline indicator

= Current user

= Date

= Time

I |
@ OnLine Operator. admin 23/07/07 17:37

The Toolbar contains shortcuts to major menus and commands (Table 2).
Table 2: Toolbar

Button Functionality
@ Activates a screen for Online messages
Online

Manages the employee functions

Employees
ﬂ All functions related to doors
Doors
@ System settings
Setting

AC-115 Software Manual 19
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Button Functionality
E Configure and generate reports.
=

Reports
E’l‘ Activates a screen for download of all data from the PC to the
i Access control.
Download
ﬂ[ Exit the system.
Exit

24 Configuring the Serial Port (COM Port)

Now that you are a little more familiar with the software’s Main Window, you
are ready to set-up your Serial Port COM Port.

To configure the serial (COM) port

1. On the toolbar, click Setting. The Settings screen appears.

B AC-115 InteliDoor Access Control Network - [Setting] EEx
File View Help
Time Zones) | Hoidws |  Cock | SystemCodes | Oplions
Status [ Mumber | Enabled | Description [
i T
) 2 Na
ployees 5 s
1 Mo
5 Na
Doors 5 Mo
@ ok
8 Na
SEting) AutoOpen Mo AutaDpen
E
Reports
2kl
Exit
|® offine Operalor. admin 771772007 10,43 44
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2. Click the Options tab. The Options screen appears.

B AC-115 InteliDoor Access Control Network - [Setting] [S(=1e3]
File  View Help

TimeZones | Holidas | Cock | SystemCodes |  [Opkions

i1l

Erplayees

i

Use for cable and
Communications | yeging dgors cormestion.
Language

Use ths apiian to changs the language of the program to any ane of
the suppoted anguages.

i
@

»|
jl Use this apiian ta grant o deny aperators aceess a the progran's
Exit Operators Features, and to changs passwords and ofher settings.

Use this option to Import, Export, Compact and Refresh of Data Base.
Bei e select Back Up period and Locatian

|@ oiiine Operstor: adin F17/2007 1046 AM

3. Click Communications. The Communications window opens.

Network Setup | MD 08Setp | Doors Connection

Serial Cable Properties

% Select a port for seial cable commurications

ComPort  [-opp =

‘ Cancel !

4. On the Network Setup tab, choose the COM port connected to your
AC-115 network from the dropdown.

5. On the MD-08 Setup tab, choose the COM port connected to your MD-
08 (see Appendix B for more information).

6. On the Doors Connection tab, test the connection of each of the
installed doors in the network.

7.  When you have completed entering your communication settings, click
OK. The software attempts to connect to the equipment using the new
settings.

AC-115 Software Manual 21
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25 Setting Up Your Preferred Language
See Appendix A on how to set your system’s language.
2.6 Setting Up Operators

The AS-115 PC software supports multiple users, each with their own access
rights to the various menus and options within those menus. Adding,
removing, and configuring users and their access rights are accomplished from
the Operators window.

2.6.1 Adding an Operator
1. Click Setting on the toolbar. The Setting screen appears.

I AC-115 InteliDoor, Access Control Network - [Setting] EEx
File  View Help

Time Zones) | Hoidws |  Cock | SystemCodes | Oplions

Status [ Mumber | Enabled | Description [

=z

No

Poum s o
zzzzzz

LtoOpen AutaOpen

|® offine Operator. admin 741772007 10:43 A
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2.

3.

4.

5.
6.

Click the Options tab. The Options screen appears.

15 InteliDoor Access Co| | Network - [Setting]
File Yiew Help

Time Zones T Holidays T Clock T System Codes T DOptions

% Use this option to change the settings for cable communications and
Communications testing doors connection.

0 Use thiz aption to change the language of the program to any one of
Language the supported languages.

.
heio Use this option to grant or denp operators acoess ta the progrars
Operators features, and to change passwords and other settings

Use this option ta. Import, Export, Compact and Reiresh of Data Bass,
Data Base select Back Up period and Lacation

|. OnLine Operator: admin FAFI2007 11:00 40

Click Operators. The Operators window opens.

Operators |

'=| Use the list below to grant or deny operators access to the
& program'’s features, and to change passwords and other
setlings.

A stration
Engineer setting
secur Guard setting

Add | Remave | Properties |
Close

Click Add. The Add New Operator window opens.

Add New Operator

Enter the Login 1D for the new operator

Cancel

Enter the name of the new operator.
Click OK.

AC-115 Software Manual
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The Operators Properties window opens to allow you configure the
operator parameters.

'=| Use the options here to grant or deny operaters access to the program's features, and to
'\ change passwords and other setfings.
General | Merus | Employess | Doms | Setting | Options | Operstors | Reports
Hame: HOHN DOE
Hew Password —
Deseription [
1 ok Cancel |

2.6.2  Configuring the Operator Parameters

The Operator Properties window consists of eight tabs. Each tab contains a
logical group of privileges available to the operator. At any time you can
complete the operator configuration by clicking OK.

2.6.2.1 General Tab

The General tab provides for entering a unique password for each new
operator. The description can be anything, but is limited to 25 characters.
2.6.2.2  Menus Tab

Operator Properties @

'=| Use the options here to grant or deny operaters access to the program's features, and to
'@y shangs passwords and ather selings.

Gereral |

us | Employees | Doos | Setting | Options | Operators | Reports

Wiew Menu

™ On Line

[ Employess
[~ Dowms

[ Setting

[~ Reports

™ Downloading

oK ‘ Cancel

These options determine which menus the operator can view.
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2.6.23 Employees Tab

Dperator Properties 3]
!=| Use the options here ta grant ar deny operators access to the program's features, and to
ﬁ change passwards and other settings.

Generdl | Merus | Employees| Doos | Seting | Options | Operators | Repods
Employees

[~ AddEmployee

I Remave Emplopes

[ Edit Employes's Details

oK ‘ Cancel |

These options allow the operator to add and remove employees from the
system, as well as change the parameters of existing employees.
2.6.2.4  Doors Tab

Operator Properties 5]

5]
!=| Use the options hers o grant or deny operators access to the program's features, and to
1 change passwards and other settings.

Generl | Merus | Employees | Doprs | Sefing | Options | Opertors | Reports

Daars

[~ Change Doors Canfiguration

OK. ‘ Cancel |

When this checkbox is selected, the operator has the ability to change the door
configuration.
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2.6.2.5 Setting Tab

!=| Use the options here ta grant ar deny operators access to the program's features, and to
] change passwards and other settings.
Generdl | Merus | Emplyees | Doows | efling | Options | Operalors | Repods
[~ Change Setting ™ Change Options
oK ‘ Cancel |

These checkboxes allow the operator to change settings and options.

2.6.2.6 Options Tab

'=| Use the options here to grant or deny operaters access to the program's features, and to
'\ shanas nasswords and other setfings

| Operators | Reports

General | Menus | Emplogees | Doos | Settng | E

Options

™ Communications
[ Language

[~ Operators

[ Data Base Status

OK. ‘ Cancel |

These options allow the operator access to communications, language,
operator, and database settings.
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2.6.2.7 Operators Tab

Dperator Properties 3]
!=| Use the options here ta grant ar deny operators access to the program's features, and to
] change passwards and other settings.

Generdl | Merus | Emplyees | Dows | Seffing | Options | Dperaforsi| Repots

Operators
[~ Add Dperstor
" Remove Operator

[ Edit Operator's Details

oK ‘ Cancel |

These options allow the operator to add and remove operators from the
system, as well as change the parameters of existing operators.

2.6.2.8 Reports Tab

Operator Properties 3]
!=| Use the options hers o grant or deny operators access to the program's features, and to
1 change passwards and other settings.

Generdl | Merus | Emploees | Dows | Sefing | Opions | Operaios | Reporis

Reports

[ Movements Reports
[ Attendance Report
[~ Door Reports

I Interactive Reports

OK. ‘ Cancel |

The report options determine which reports the operator can configure and
generate.

2.6.3 Removing an Operator

To remove an operator:

1. On the toolbar, click Setting. The Settings screen appears.
2. Click the Options tab. The Options screen appears.
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3. Click Operators. The Operators window opens.

Opsrators |
A . Use the list below to grant or deny operatars access to the

-1 program's features, and to change passwords and other
setlings

Admiristration
engin E ngineer setting
secur Guard setting

Properies |

Close

4. Click Remove. The Remove Operator window opens.

= R

' Are you sure you want ko delete this operatar?
LAY

LoginID: JOHM DOE

Mo

5. Click Yes to confirm.
2.7 Maintaining the PC Software Database

Periodically the AC-115 Access Control Network system prompts you to
compact its database. This procedure makes sure that your database is kept in
its best condition, allowing it to be accessed faster.

If your system has heavy traffic, the system prompts you to compact the
database more often.

To maintain the database:
1. On the toolbar, click Setting. The Settings screen appears.
2. Click the Options tab. The Options screen appears.
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B AC-115 InteliDoor Access Control Netwark - [Setting] EEx

TimeZones | Holdas | Clock | SystemCodes | Options

ﬂi % Use this option to change the setlings for cable. communicaions and
Emplayees Communications: testing doors conhection.

‘ Use this aptian ta change the language of the progiam to anp one of
Language the supported languages.

,ﬁ Use this option to grant of deny operators acoess ko the program's
Operatars features, and to change passwords and other setings.

A

Exit

[ ]

i 7] Use this option to Import, Export, Compact and Reftesh of Data Base,
i DataBase | select Back Up perid and Location.

|@0rine Operator: admin 71742007 1211 P

3. C(lick Data Base. The Database Location window opens.

Data Base Location: C115DataBase.mdb
History Johs
Histary data saved from:
Dpen extemal Data o Al
Dt Base.
= Ermety £ Corfigurstion
Tirme: Emply
Compact Import

Compact is not necessary,
Copy current Data o Al
Base from the AC115

Automatically Back Up application. Yersion
Select Back Upperiod [fons v Hsm

and location

" Configuration

Expart

Open new Data Base,

Lacation

e
Back Up Naow |

Closs |

A

4. Set the database options according to the field descriptions in Table 3.

Table 3: Database Window

Parameter Details
History Records and displays the time and date of the most current backup.
Compact Indicates whether or not the database needs to be compacted.

Click Compact to start the process.
Automatic Back |None, Day, Week, Month, Year
Up Day: 1-6 days

Week: 1-3 weeks

Month: 1-11 months

Year: 1-3 years

Jobs
Import.

AC-115 Software Manual
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Parameter Details

Copy current database: Select All or Configuration and then click
Export.

Open new database: Click New to open a new database.

Close Click Close to close the database window.
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3. Configuring the System

So far you have learned how to install the AS-115 PC Software, attach your
AC-115 to the PC, and set up your serial port connection. You are now ready
to start setting up your first door.

In this chapter, you will learn how to program all of the AC-115's settings. This
chapter will walk you through the whole setup process from beginning to end.
Along the way, you will learn how to use every feature of the AC-115.

The topics in this chapter are:

= Modes of Operation

=  Download and Upload

= Door

=  Downloading Settings to the Hardware
= Testing Your Network for the First Time
= Setting up the System Codes

= Setting up Activities and Times Zones

= Automatic Normal/Bypass Mode Switching
= Setting Up the Holiday Dates

= Setting Up the System Date and Clock

3.1 Modes of Operation

The AS-115 software has two operating modes: Online and Offline.
3.1.1 Online Mode

Certain features of the software can only function when the PC is connected
to the AC-115 network and all the AC-115 units on the network are
functioning and communicating properly.

These locked features include the ability to view the AC-115 network’s real
time door status, downloading the door settings to the hardware, and
uploading the door history file to the PC.

To unlock these features, the software must be put into Online mode. Before
entering Online mode, the software ensures that:

= The COM port selected in your settings is available

= All the doors marked as installed are functioning and communicating
properly

= At least one door is marked as installed

If the conditions are not met, the software does not enter Online mode and
remains in Offline mode.

If the above conditions are met, the software enters Online mode.
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3.1.2 Offline Mode

In Offline mode, a user can change almost all of the door and user settings.
However, these settings do not take effect until the software is brought into
Online mode and the settings are downloaded to the door network.

If the settings are not downloaded to the door network, the system
remembers the setting changes even if the user exits the software. These
changes are ready for download in the future, at the user’s discretion.
3.1.3  Check the Mode of Operation

You can instantly view the software’s Mode of Operation at a glance by

checking the Mode of Operation indicator on the bottom left corner of the
Main Window.

If the system is Online, the indicator is green. @ Orline
If the system is Offline, the indicator is red. |@aiie

3.1.4  Change the Mode of Operation

Changing the software’s Mode of Operation is as simple as clicking the File
Menu and clicking on the “Work Offline” menu item (Figure 7).

Figure 7: Offline Indicator

N View Help

ataBse

Exit
A checkmark next to “Work Offline” indicates that the software is in Offline
mode.

If you are currently Offline, clearing “Work Offline” commands the system to
attempt to enter Online Mode.

If you are currently Online, checking “Work Offline” commands the system to
exit Online mode and return to Offline mode.
3.2 Download and Upload Settings

3.2.1 Download Settings to the AC-115 Network

Downloading refers to the act of transferring settings from the PC to the AC-
115 unit.

Download

—

Whenever any doors are enabled or disabled, door or user settings are
changed in the PC software. The settings do not take effect until the settings
are downloaded from the PC to the AC-115 hardware in the AC-115 network.
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If settings are changed, the software stores these changes. If the user makes
changes to the settings and exits the software without downloading the
settings to the AC-115 hardware in the AC-115 network, the software still
saves the changed settings. This allows the user to download the settings to
the AC-115 network later.

3.2.2  Uploading History from the AC-115 Network

Uploading refers to the act of transferring history data from the AC-115
hardware to the PC.

Uploading

Uploading the history data is discussed in Chapter 5.

33 Door Setup

3.3.1 Installing the First Door
To set up your first door, you need the hardware setup as shown in Figure 8.
Figure 8: Door Enable

Dioor #1

The AC-115 in this setup has its Door Number set to #1. A new AC-115 from
L the factory is set to Door Number One by default.

“eteIf you are not sure what your AC-115 hardware’s Door Number is, then refer to
the AC-115 Hardware Installation and Programming Manual for how to set the
Door Number.

To install your first door, you first enter the Doors screen. From the Doors
Menu, you can install and uninstall any of the eight doors in the network. To
install Door #1, you need to see the Door Properties for Door #1.
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3.3.2  Getting the Door Properties for Door #1
7o view the Door Properties for Door #1:
1. On the toolbar, click Doors. The Doors screen appears.

B AC-115 InteliDoor Access Control Network - [Doors]
Filz  Wiew Help
Status Irstalled Dioor # Deescription
Mo Door 2 Door2
No Door 3 Doorit3
Employees No Door 4 Doortd
No Door & Doorlth
Mo Door & Doorts
Daors No Door 7 Doot?
W Mo Door & Doortd
Setting
=
Reports
Y
Exit
|. Offling Operator: admin 772007 12:57 PM

2. Double click on the row marked as Door #1 to open the Door Properties
window for Door #1.
5]

Door Properties

Door Properties | Configualion | Alarms

B [ Doorlnstalled

‘@ | Online Enabled

Description;
[Doortt
Auto Upload Time
) = —

| T e

3.3.3  Setting the Door Properties for Door #1
7o set the door properties.

1. In the Door Properties window, select the Door Installed checkbox to
Install Door #1.
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2. Select the Online Enabled checkbox to enable Door #1 in the Online
Window.

3. Enter a simple description for Door #1.

4.  Select how often you want the AC-115 hardware to upload its history
report to the PC.

5. Click OK.

3.3.4  Setting the Door Configuration for Door #1

To set door configuration:

1. In the Door Properties window, click the Configuration tab.

Door Propetties 3]

Duoor Properties :Configuration Alams

Strike Auziliary

B & Nomaly Open B & Nomaly Open
" Momaly Cloge " Nomaly Close
" Toggle

@ | 004 == Shike Tme @) 0:04 = fus Tirne:

(mir:sec) [mir:sec)

Rex Chime

[ Stiks ¥ Door Moritor
(3] [~ b <@”’r Code
Defauls
oK | Cancel ‘

2. Configure the operation settings for the Lock Strike Relay:
Normally Open or Normally Close
Strike Time
3. Configure the operation settings for the Auxiliary Relay:
Normally Open, Normally Close, or Toggle
Aux Time
4. Configure which outputs are activated when the REX switch is pushed:
Strike
Aux

5. Configure which events cause the Chime Alert to sound (for example,
when the door is opened or when a valid code is entered).

6. Click OK.
You can click Defaults to reset the configuration to the default settings.

Note

AC-115 Software Manual 35



Configuring the System

3.3.5  Setting the Alarm Conditions for Door #1
To set alarm conditions:
1. In the Door Properties window, click the Alarms tab.

Door Properties 3]

Door Properties T Canfiguration T
Alarms
Enabled Siren Auiliary
Ajar v r r
Farce: v r r
Tamper. ~ - [
Duress: r r
Timers
— Siren Time
2:00 = Dot Ajar
0-04 -~ DoorForced
(min:sec) Defaults
oK | Cancel ‘

2. Inthe Alarms section you can decide whether the auxiliary relay and/or
the internal siren are activated when one of the following four events
oceurs:

Door Ajar Event

A Door Ajar event occurs when a door is left open longer than the
Door Ajar time.

Forced Door Event

If a door is opened without a valid code being entered, then the
forced door event is activated.

Tamper Event

If the AC-115 bezel is removed or if the AC-115 loses its connection
with a reader, a tamper event is activated.

Duress Event
If a Duress code is entered then the duress event is activated.
3. Set the Siren Time, Door Ajar time and Forced Door time.

You can click Defaults to reset the alarm conditions to their factory default
£ settings.

Note

4. Click OK.
You have now setup your first door.
Follow the same procedure to configure all eight doors.
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Figure 9 shows what the Doors screen looks like after four doors have been
installed:
Figure 9: Example of Four Doors Added

Fie View Help

[t L R s
N Changed Yes Door 1 Doorttl
} Changed Yes Door 2 Dotz
K Changed Yes Door 3 Doorit3
Employses B
No Do § Door
w o o
Doors No Dow 7 Door?
%?P No Door 8 Doorttd
Setting
d
Reports
*H
Ext

Notice that the status of each door installed is now “Changed”.

This means that there are settings that have been changed on the PC software
that have not been sent to the AC-115 door network.

Changes made to settings in the software do not update the AC-115 network

immediately. Changed settings are only updated to the controllers when the
download procedure is initiated.

In the next section, you will learn how to initiate your first download
procedure.

34 Downloading Settings to the Hardware

7o download settings to the hardware.
1. On the toolbar, click Download.
The Download screen appears.

[B AC-115 InteliDoor Access Control Network - [Download]

File view Help

AC115 Downloader

= AR

Employees

Dowrload data from Pc to Access control wil take a few minutes.
To start download click on ‘D ownload Now' Bution.

g

.

g 1 [

Dawnload Now
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2. Click Download Now to update changed settings to the installed doors
in the network. The system downloads the changed settings to the
controllers in the network.

Download

Download data to new doord 2

Please wait, The download process may take @ few minutes

[Cowe

When the PC software is in Offline Mode, Download on the toolbar is grayed
out. To enable Downloading, the PC software must first be placed into Online
Mode (Section 3.1.1).

When installing a new door, the first download takes longer as all the settings
in the new door are updated. Downloading to existing doors is very fast, as
only the changed settings are sent to the door.

Now that you have downloaded your settings to the installed doors, it is time
to test your network for the first time.

3.5 Testing Your Network for the First Time

You have now set up your door settings in the PC software and have
downloaded the settings to your controllers. You now need to test that the
controllers in the network are communicating properly and that the readers
attached to them are also working correctly. This is done by viewing the On/ine
screen while entering the Employee Codes at each of the In & Out Readers
attached to the controllers in the network.

There are two conditions that need to be met before you can start testing:

= All the doors you want to test must have Online Enabled active in their
door properties. If Online Enabled is not active in a door, then the status
of that door does not appear in the On/ine screen.

= You must be in Online mode to access the On/ine window. If Online on
the toolbar is grayed out, it means that you are not in Online mode.

If your system meets the above conditions, you can conduct the test.
To test your network connection:
1. On the toolbar, click Online. The Online screen appears.

B AC-115 InteliDoor. Access Control Network - [Online]
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2. If there are any events in the network such as a proximity card being read,
it appears in the Online screen.

3. Test each of the readers in your system:
If it is a proximity reader, apply any compatible proximity card
If it is a keypad reader, enter any Keypad Code

If it is any other reader, activate the reader so that the ID is sent to
the controller over the Wiegand 26-Bit Reader’s output
Figure 10 shows an example of what your On/ine screen should look like after
you have created a few events by activating all the readers in your network:
Figure 10: Devices Online

1B AC-115 InteliDoor Access Control Network - [Online],

Unknown Employee
N/A

4

Door#4

Out

Unknown at door

11:4056

< I

In this example, there are 4 controllers in the AC-115 network.

All the readers were tested for each of the controllers on the network.

If all the readers show up on your list, then the readers and controllers are
functioning normally. In the example provided above, the network is
functioning normally.

If any of the readers attached to the controller do not show up on the list, then
test the reader again. If a particular reader still does not appear on the list, the
reader is most likely not connected properly, malfunctioning, or may not be
Wiegand 26-Bit compatible.
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3.6 Setting up the System Codes

Setting up the Programming Code, Lock Code, Duress Code, Strike Code,
Auxiliary Code, and Release Code is done in the “Systems Code” tab within
the Settings Toolbar.

7o set up system codes:
1. On the toolbar, click Setting. The Settings screen appears.
2. Click the System Codes tab.

I8 AC-115 InteliDoor Access Control Network - [Setting]
File Wiew Help
TmeZones | Hoidws | Cock | System Codes Optiars
Status [ Type | Deseription [
ﬁ ﬂ PN Programming Code
& ] PIN Securs Code
T2 R Duress Code
] PIN Stike Code
Augiliary Code
Doars Bypass Cods
Setting
J
Reports
*H
Exit
|. Oftline Operator: admin FAF2007 1:20 PM

From this window, you can set all listed codes.

Look at the row with the description “Programming Code”. Notice the
keyboard icon and the type being PIN. The icon indicates that this
Programming Code is active and it is a PIN Code.
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3. Double-click on a row. For our example, we'll use a Duress code.
The Duress Code window opens.

System Codes

®

Card / PIN Code

i T Code Type: ot set
Defaults

| Cancel ‘

In the window you will find the Code type (PIN or Proximity), and the
value of the PIN code or the Card ID code.

Click Defaults to reset the Duress code to its factory default value.

>
Note

4. Click Add to add a new Duress code.

The Code Type window opens.

Select code type [Fin or Prox] to assign current employee.
For Prox card select the reader lacation [Daar ar MD - 08),

Prox Card FIN Code
&+ Door FER|

=5 4 -
" MD-08 ==

Mote: Prox - prosimity card Note: PIN-personal

identification number

There are three methods to enter the code:
Prox Card — Door:

The Door radio button adds a code using a reader that is attached to

any AC-115 hardware in the network.
Prox Card — MD-08:

The MD-08 radio button adds a code using any Wiegand 26-Bit
compatible reader attached to the PC using the MD-08, a Wiegand
26-Bit to RS-232 Converter Accessory (purchased separately). See
Appendix B for more information on the MD-08.

PIN Code:
Adds a PIN code using the PC keyboard
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5. Select the method of entry you prefer and click OK.
For Prox Card, the following window opens:

Get Card Code =]

@ To teach a card, swipe the prox card over a reader or enter 3 PROX code.
Press 'Save' when the card code appears in the windav.

Card Cod
Baz

Site eode (0 ta 255)
[

Start from [1 to 65535]
]

Save | Cancel |

For PIN Code, the following window opens:

Get PIN Code (=]

@ Enter a PIN code [1 to B digits). Press ‘Save’ when finished.

FEE|

T
aal
|

"F’IN Code——

Save |

6. Create an entry with a reader or enter a new PIN code and click Save.
7. Click OK.

The same method outlined for the Duress code can be used to add any of
the other codes that are made available in the System Codes tab.

When you are done changing the system codes, they only take effect once the
v changes have been downloaded to the controller network. System codes are
note  global: this means that all the controllers in the network have the same system
code settings.

3.7 Setting up Activities and Times Zones

By default, holders of valid employee codes are given 24-hour access when the
controllers are in Normal mode. Using the PC software access to set up access

times during Normal mode can be programmed by setting up schedules where
and when entry is allowed or denied.

You can create eight weekly schedules named “Activities” that are made up of
a set of times zones. Later, you will be shown how to apply activities to various
employee codes.
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To create an activity:

1. On the toolbar, click Setting. The Settings screen appears. The Time
Zones tab is the default tab

IB AC-115 InteliDoor Access Control Network - [Setting] E|E|E|
File Wiew Help
Time Zones | Hoidsys | Clock | GystemCodes | Options
Statug ‘ Mumber | Enabled ‘ Description
m i Ha
2 Na
Employees 3 Mo
ﬂ 4 Na
5 No
Doors I N
g? 7 No
: 8 Na
Setting Autolpen Mo Autolpen
J
Reports
P
Exdit
I! Offline Operator: admin 7A72007 1:31 P

From this window, you can set all Activities.

2. Double-click the row you wish to configure. For example, we will double-
click the row marked Number 1.

The Time Zones Properties window opens for Activity 1:

Time Zone Properties E

Tirne Zone #1 1
Description:
‘Mam Office Hours
From To
Sunday |0 00 e =
Monday {500 = 7w =
Tuesday {300 = |70 =
Whednesday [0 0 = |7 =
Thrsday | 03,00 = |7 =
Frid2 [03.00 = [z =
Satuday 0300 i =
Hoid2y [00.00 = [onoo =
oK | Cancel
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v

>

3.8

Activity 1 is the set of Time Zones that represent a company’s main office
hours.

In this example, an employee who falls under Activity 1 can only enter the
premises Monday through Friday between 9:00 AM and 5:00 PM and
Saturday between 9:00 AM and 1:00 PM when the controller is in Normal
mode.

Select the Enable checkbox to enable this activity. If you do not enable
the activity, it is not be available when applying activities to employee
codes.

Select the time zones when access is granted for performing this activity
for each day of the week.

The time zone marked Holiday is a special time zone that is only in effect on
days that are marked in the system as Holiday Dates (see Section 3.9).
Once you have defined all the time zones in this activity and have enabled
the activity, click OK.

Activities are global settings. All the controllers in your AC-115 network are
updated with these settings when downloaded to the network.

Automatic Normal/Bypass Mode Switching

Using the internal real time clock, the AC-115 can be scheduled to
automatically switch from Normal mode to Bypass mode and vice versa.

7o set automatic mode switching:

1.

44

On the toolbar, click Setting. The Settings screen appears. The Time
Zones tab is the default tab

Double-click on the row marked Auto Open.
The Time Zones Properties window opens for the Auto Open.
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Time Zone Properties @

Auta Open 1

[v Enabled

Description:

\Auto Open

From

Sunday | 00:00

|I]I]'I]EI

Monday |DS o

|17:DD

Tuesday |DS o

|17:DD

‘Wednesday | 0300

|17:DD

Thursday |DS o

|17:DD

Friday | 0900

|17:DD

Saturday IE o

|17.DD

Holiday |DU o

|00.00

ok

Cancel

SECURITY PRODUCTS

Setting up the Automatic Normal mode to Bypass mode switching
schedule is similar to setting up an activity schedule.

3. Select the Enable checkbox to enable this activity. If you do not enable
the activity, it is not available when applying activities to employee codes.

4.  Select the time zones when access is to be granted for performing this
activity for each day of the week.

The time zone marked Holiday is a special time zone that is only in effect on
e days that are marked in the system as Holiday Dates (see Section 3.9).

Note

3.9 Setting Up the Holiday Dates

The PC software can be programmed to handle up to 24 days of the year as
holiday dates. Holidays are handled differently from regular days: they have
their own time zones in each of the eight activities and also have their own
automatic Normal/Secure mode switching time zones.
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7o set up a holiday date:
1. On the toolbar, click Setting. The Settings screen appears.
2. Click on the Holidays tab.

IB AC-115 InteliDoor Access Control Networlk - [Setting] ._|@‘E‘
File View Help
Time Zones Holidays | Clock | SvstemCodes | Oplions
Status [Mumber [ Erabled | Date [ Desciiption
m Ho
mi 2 Ho
Employzes 03 Mo
04 Ho
ﬂ 05 Ho
Doors 06 No
o7 No
W 08 Ho
Setting [} Ho
10 Mo
ﬂ n No
Reports 12 Mo
13 No
14 Mo
15 Ho
16 Ho
ﬂ 17 No
Exit 1’ No
19 Ho
a0 Ho
21 Mo
2 No
3 M
I! Offling Operator: admin 7/17/2007 1:48 PM

3. Double-click the row you wish to configure. For example, we will double-
click the row marked Holiday 01.

The Holiday Properties window opens for Holiday 1:

Holidayit1 |
[ Enabled

Holidas Date (g1 gen =]

Description:

| Cancel I

4. Select the Enable checkbox to enable this holiday. If you do not enable
the holiday, it will not be active.

5. Enter the date (day and month) of the holiday.
Enter the description of the Holiday.

7. When you are done, click OK to confirm your settings. You are returned
to the Holiday tab in the settings window, ready to set up another holiday
date.

Holidays are global settings and are downloaded to all controllers in the AC-115
I network.

Note
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3.10 Setting Up the System Date and Clock

The AC-115 network can be synchronized with the PC date and time in the
programming screen. This can be an automated process, which is done upon
every download.

To set the system date and clock:
1. On the toolbar, click Setting. The Settings screen appears.
2. Click the Clock tab.

) AC-115 InteliDoor Access Control Network - [Setting]
File View Help

O Time Zones T Holideys T Clock ]

e

°

Manusl Upe

oyees “& - Manually Lipdete the Time and Date on al doors.

Automatic Lp:

[ Automatically Send the PC's Time and Date on each Download

g
k-

ey

]

A
H
&

Exit

3. Click Set Clock to update the clock.

4. Select the Automatic Update checkbox to update the clock each time a
download occurs.

3.10.1 Manually Updating the Clock
To manually set the dock:
1. Select the option to manually update the clock. The following window

Clack Properies |
Time Doors Real Time
" Game as PC Clock: Doo...| Desciiption Real Time
T 1 Dol 000308 01/01/07
 Custom Time:
[

Date

WIwIT A 7 2007 =

2. Select either Save as PC Clock to set the time in the network to the same
time as your PC Clock or select Custom Time to set a custom time that is
different from your PC Clock.

3. Select the correct date.
Click Send.
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4. Employee Setup

Each AC-115 network can support up to 2400 independent users (employees).

Employee codes can be programmed to the controllers in the network using
either the AC-115's own programming keyboard or by using the PC software.

Employee information is first stored in the PC database and then sent to the
controllers in the network upon downloading.

In this chapter, you will learn how to add and delete users, and maintain
current users by editing their settings.

The topics in this chapter are:

= Adding Employees

= Editing Employees Settings

= Deleting Employees

4.1 Adding Employees

Managing Employee activities, door rights, codes, and other information all
take place from the Employee window.

To add employees:

1. On the toolbar, click Employees. The £mployees screen appears.

B AC-115 InteliDoor Access Control Network - [Employees] EEX

Fie View Help

=

add

Stalus Type | Last Name Fist Name Employes # Slot #

=

g
b=

=

o
2

=

4
2

=

I

8=

|® cifine Operator: admin 7/17/2007 1:57 PM

2. Click Add.
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The Employee Details window opens.

Employee Details (5]
General | Detals | TmeZones | Rights
Fhato Detals
First Mame
Last Name
Employes Number T
Department

Card ¢ PIN Code

Code Type: ot set
aid | aid |

oK | Cancel |

From this window, you can reach all the settings for the new user you are
about to create.

The first step is to enter the employee’s general details, assigning the Employee
Code, and entering the employee’s picture into the database. This is all done
within the General tab.

Additional personal information can be stored in the Details Tab setting up at
the top. The Employee’s permitted entry time is done by assigning activities in
the Time Zones tab. Finally, you must edit the Employee’s door rights and the
“Lock Strike” and “Auxiliary Event” Actions for each installed door in the
system from within the Rights tab.

411 General Tab

1. Enter name, employee number, and the department of the new
employee.

2. Insert a picture of the employee by clicking Add in the Photo section to
browse your hard disk and add the appropriate photograph.

You should have already prepared some photographs for use in the
software. For best results, the pictures should be 119 pixels in width and
161 pixels in height.
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3. To assign a code to the employee, click Add in the Card/PIN Code
Section. The Code Type window opens.

Code Type 3]

Select code type [Pin or Pros] to assign current employes.
For Prox card select the reader location [Daoor or MD - D8]

Prox Card PIN Code
=
Daor EEE =

" MD-08

Mate: Prox - provimity card Mate: PIN-personal
identification number

There are three methods to enter the code:
Prox Card — Door:

The Door radio button adds a code using a reader that is attached to
any AC-115 hardware in the network.

Prox Card — MD-08:

The MD-08 radio button adds a code using any Wiegand 26-Bit
compatible reader attached to the PC using the MD-08, a Wiegand
26-Bit to RS-232 Converter Accessory (purchased separately). See
Appendix B for more information on the MD-08.

PIN Code:
Adds a PIN code using the PC keyboard
4. Select the method of entry you prefer and click OK.
For Prox Card, the following window opens:

Get Card Code =]

@ Toteach a card, swipe the prox card over a reader or enter 3 PROX code.
Press 'Save' when the card code appears in the window.

Card Cod
Eﬂ S']ite code [0 to 255)

Start from [1 to 65535)
1]

Save Cancel
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For PIN Code, the following window opens:

Get PIN Code =]

@ Enter a PIN code 1 ta 6 digits). Press ‘Save’ when finished.

FEE|

il
|
eEE|

"PIN Code———————

Save | Cancel I

5. Create an entry with a reader or enter a new PIN code and click Save.
Click OK.

The same method outlined for the Duress code can be used to add any of
the other codes that are made available in the System Codes tab.

4.1.2 Details Tab

General ielails 1 Time Zones 1 Fiights
Maiital Status Email
[single 4| |
Date: Tel

| 1 1512004 j |
Gender Address
[Unspecified =1 |
Wwatking Hours Start Time End Time

B = | = |
g 800 = 1700 =

I~ OverNight
oK Cancel

On this tab, you can enter data about the employee, such as Marital Status,
Employment Date, Gender, Email Address, Telephone Number, and Residential
Address.

This information is not required but it can be helpful if one needs to contact or
verify the identity of an employee by asking questions about their details.

Working Hours: Enter the number of hours this employee is expected to work in
a day.
Start Time: Enter the time the employee is expected to begin work. This

affects the late time calculation.

Stop Time: Enter the time the employee is expected to complete work. This
affects the early leave calculation.
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When the Overnight option is selected:
= Start time is automatically set to 00:00.
= End time is automatically set to 23:59.

This change enables the generation of a Working Hours report. However, in
this case the Late Report and the Incomplete reports do not reflect the reality
of an overnight (see Section 6.4).

4.1.3 Time Zones Tab
General 1 Detais | ime Zones Rights

Time Zones
= 24 Hours

™ Time Zones
r

i i B

‘ Cancel ‘

In this tab, you can specify if this employee has unlimited 24-hour access or if

the employee is constrained to any specific times (preprogrammed activities).

= Select 24 Hours to give the user 24-hour access to any of the doors that
they have access to

= Select Time Zones and then select the activities that this user has been
approved for. Activities will only show here if you have set up and enabled
them in the Settings window (Section 3.7). You can assign multiple
activities for each user.
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4.1.4 Rights Tab
Figure 11: Employee > Rights Tab

General | Detals | TmeZones | Fiights
Doar Description Strike Butiliary
Doar1 | v v
Daor 2 | I r
Daor 3 | I~ r
Daor 4 | I~2 v
Ok ‘ Cancel ‘

In the Rights tab, you can specify which doors the employee has access to.

This is done by selecting which event actions (Lock Strike and Auxiliary output
activation) occur when the user enters a valid code at each of the doors.

In Figure 11, there are four doors installed in the system. For Doors 1 and 4,
both the “Strike” and the “Aukxiliary” are activated upon entry of a Valid
Code.

When a valid code is entered at Door 2 but the employee does not have access
to it, events “Door Opened” and “Auxiliary Opened” do not occur and event
action “Door Not Opened” occurs; therefore, this user has no access to Door
2.

For Door 3 only, the “Strike” output activation event action occurs when a
valid code is entered.

When you have finished entering all the settings for this employee, click OK.
The new employee information must be downloaded to the AC-115 network
before the employee’s settings are fully enabled.

4.2 Editing Employees Settings

You can change your employee settings, such as replace a lost proximity card
or a forgotten PIN code for a particular employee.

To edit employee settings:

1. Double-click on the employee you wish to edit or select the employee and
click Edit in the Employee window.
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The Employee Settings screen appears.

Employee Details (5]
General | Detals | TmeZones | Rights
Fhato Detals
First Mame
Last Name
Employes Number T
Department

Card ¢ PIN Code

Code Type: ot set

hdd | hdd |

oK Cancel

2. Make your changes.
3. Click OK.

Changes only take effect after the new settings have been downloaded to the
controllers.

4.3 Deleting Employees

7o delete an employee:

1. Select the employee you wish to delete from the Employee window and
click Remove to delete the user.

2. Click OK to confirm.

e Changes take effect after the new settings have been downloaded to the
I controllers.

Note

e It is recommended that you always double check that you are removing the
correct user before you proceed. Once removed, employees cannot be
recovered, and you must add a new user and re-enter all the Employee
Settings.
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5. Upload History

When in use, each AC-115 controller in the network stores in its internal
memory a record of the history of events that have occurred at that controller.

Periodically, the event history stored in the internal memory of the AC-115
controller must be uploaded to the PC using the AS-115 PC software.

In this chapter, you will learn how to upload the AC-115 controllers’ event
history to the PC and how to generate reports.

The topics in this chapter are:

=  Defining Event History

= Occasions to Upload the Event History
= Uploading Event History Manually

= Uploading Event History Automatically

5.1 Defining Event History

While the AC-115 network is in use, each controller in the network stores in its
internal memory a history of events and the time the events occurred at the
controller.

Below is a list of all the events that an AC-115 is able to record in its event
history:

Door Opened — By Code (Inside) Door Opened — By Code (Outside)
Door Not Opened — Secure Mode (Inside) 'Door Not Opened — Time Zone (Inside)
Unknown Code Passed (Inside) Unknown Code Passed (Outside)
Strike Code Passed (Inside) Strike Code Passed (Outside)
Strike Code Not Opened — Secure Time Door is Released — Employee Code
(Inside) Passed(Inside)

Door is Released — Employee Code Passed | Door Opened — By REX

(Outside)

Secure Mode Bypass Mode

Normal Mode Ajar Mode - Started

Ajar Mode - Stopped Forced Mode — Started

Forced Mode — Stopped Duress Mode — Started

Duress Mode — Stopped Tamper Mode — Started

Tamper Mode — Stopped Augxiliary Opened

Auxiliary Closed Strike Closed by Door Monitor
Strike Closed by Timer Siren — Started

Siren — Stopped
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5.2 Occasions to Upload the Event History

Each AC-115 controller can store up to 2000 events in its internal memory. The
v internal memory of the controller is cleared each time it uploads its event
history to the PC using the AS-115 PC software.

If the event history stored within an AC-115 controller’s internal memory is not
uploaded, the internal memory eventually becomes full. When the controller’s
internal memory is full and new events occur, the oldest event in the internal
memory is deleted and the new event is stored in its place. This is called Event
Overflow.

When Event Overflow occurs, some events are lost due to a lack of internal
memory in the AC-115 controller. The lost data will never appear in the PC
software’s database and will therefore not appear in any of the reports.

To prevent Event Overflow, each controller in your AC-115 must have its event
history uploaded to the PC software’s database periodically.

There are two methods to upload the event history from the AC-115
controllers in your network: manual and automatic uploading.

5.2.1 Manual or Automatic Upload?

Manual Uploading has been designed for AC-115 networks that do not have a

£ lot of event traffic and will therefore not reach an Event Overflow condition
quickly. These networks usually do not have a dedicated PC that can stay online
and connected with the AC-115 network. A user must periodically initiate the
Event history upload sequence from the PC.

Automatic uploading is designed for AC-115 networks that have a lot of event
traffic. This is where an AC-115 can achieve an Event Overflow quickly. Each
AC-115 in the network can be programmed to upload its event history
periodically. Automatic uploading requires that your PC is connected to the
AC-115 network and online at all times waiting to receive the event history
from the controllers.

You will now learn how to manually and automatically upload the event
history from the controllers in your AC-115 network.

5.3 Uploading Event History Manually

You can manually upload the event history from all the AC-115 controllers in
the network at the same time or you can specifically select the Door Numbers
belonging to the AC-115 controllers that you wish to upload data from.
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7o upload history manually:
1. On the toolbar, click Reports. The Reportsscreen appears.

B AC-115 InteliDoor, Access Control Network - [Reports]

2
S

Select Data Base for Repotts ‘ %I Upload History Data Naw I
e———

&ie

o

4=

g

®

Hepoits. 1 Propetties
@ For recsive latest history press “Uplaad History Data Now”. Uplozding takes few minuis

[

4

o)
e

ot how o sort data, by

Produce detais about emplapees working hours, such as ate
® Altendance Repert | aival, incompleted hous and shsence repors.

ProdLce door events. You can choose evert type, dales and
DoorFepert | dos

o

Conbination of Po and Acoess Certol You can ack al emplopees
teraciive Repot | 3t speciic daor, o al daors for specific enplayes.
)

g
EH

i

I
2. Click Upload History Data Now. The following window opens:

oAl
ﬂ &+ Select Doors:

| 2 - Loading Bay 1 Entrance
- Loading Bay 2 Erbrance
w| 4 - Wwiarehause Entrance

QK | Cancel |

3. Do one of the following:

a. Select All if you want to upload the event history from all the
controllers in the AC-115 network.

b. Select Select Doors if you want to select a specific door or set of
doors to upload the event history from.

i.  Select which door or set of doors you want to upload from.
4. Click OK.

Upload of the event history from all the controllers or the controllers
selected begins.
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5.4 Uploading Event History Automatically

The AS-115 software Automatic Upload feature can be turned on from its
Door Properties.

7o upload history automatically:

1. On the toolbar, click Doors. The Doors screen appears.

8 AC-115 IntelDoor Access Control Network - [Dosrs]

Fle View Hob

2. Double-click on the door that you want to set to automatically upload.
The Door Properties window opens:

Door Properties

Doot Froperties | Configwation | Alams

®

B I Doorlnstaled

© ™ Online Enabled

Desciiption:

Doort]
Auto Upload Time:

L R

3. In Auto Upload Time, use the pull-down menu to select the interval
between event history uploads:
None, 0.5 hours, 6 hours, 1 hour, 12 hours, 2 hours, 4 hours, 24
hours, and 48 hours
How often you should upload your AC-115's event history depends on
how busy the controller is. You must make sure that the controller’s
internal memory does not exceed 2000 events to prevent Event Overflow.

4. Click OK.
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6. Reports

The AS-115 PC Software can generate four types of reports: Movement,
Attendance, Door, and Interactive Reports. In this section, you learn about
these reports and in the following sections, you will learn how to generate
each of them.

=  Report Types

= Report Setup

= Generating Movement Reports
= Generating Attendance Reports
= Generating Door Reports

= Generating Interactive Reports

6.1 Report Types

6.1.1 Movements Report

The Movement Report shows all the Lock Strike activation events that occurred
due to an entry of a valid employee code. Movement Reports are available in
two formats: sorted by door number and sorted by employee. Both formats list
the date, time, employee’s full name, door number, and the reader location (In
Reader or Out Reader) of each Lock Strike activation event between a
selectable range of dates.

6.1.2  Attendance Report

Attendance Reports aid employee management using reports generated from
expected versus actual working hours, incomplete days, late arrivals, and
absences.

6.1.3 Door Report

A Door Report enables you to view all or a selectable set of events that
occurred at all or a selectable set of doors.

6.1.4 Interactive Report

The Interactive Report is used for regular maintenance of employees and door
access rights. Interactive Reports are available in two formats: sorted by door
number and sorted by employees.

The report sorted by door number enables you to clearly see who has rights to
each of the doors in the network. The report sorted by employees enables you
to clearly see each employee’s door rights.

AC-115 Software Manual 59



Reports

6.2 Report Setup

Before you begin to generate reports, there are a few settings that need to be
entered first:

To set the report settings:
1. On the toolbar, click Reports. The Reports screen appears.

B AC-115 InteliDoor Access Control Network - [Reports] g@gl
File Wiew Help
Select Data Base for Reparts ‘ % ‘

m
E

2
o

2
il

es

Propettiss
@ For receive |atest history press “Upload History Data Now". Uploading takes few minuts.

Produce online actions. You can select how to sort dats, by
% Movemets Report | emplovees ar by doors.

=]
g
o

=

7
@
&

3

B

Produce details about emplayess working hours, such as late

Reports ® Attendance Report arival, incompleted hours and absence reports,
Produce door events. You can choose event lype, dates and

[ ooore |
?
o Combination of P and Aecess Contiol. You can ask all emplayees
Inleractive Report |t specific: door, or all doors for speciic employee
l. Offling Operator: admin 772007 2:20 PM

2. Click the Properties tab.
The Properties screen appears:

Repotts ) {Properties
@ Customize your company information that wil be displayed on all reports.
Mame:
FRosslare
Font..
Details: oz
Add
I Show company properties at report
Save

3. Enter your company name in the Name field.

Use Font... to select the font that you want the company name to appear
in on your reports.

5. In the Details area, you may enter details that you wish to appear below
your name on the report.

6. Click Add and select a jpg file to use as your logo.
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7. Select Show company properties at report to view the company
information on your reports.

8. Click Save.
6.3 Generating Movement Reports

7o generate a Movement Report:
1. On the toolbar, click Reports. The Reportsscreen appears.

I8 AC-115 InteliDoor Access Control Network - [Reporis]

Fie ‘iew Help

Select Data Base for Reparts ‘ % ‘

Employees
ﬂ Properties
@ For receive latest history press “Upload Histary Data Now'. Uploading takes few minuts.
Doars

W Produce online actions. Tou can select how to sort data, by
Setting I%I Mavements Report | employees or by doors.
' Produce details about emplopess working haurs, such as late
Reparts ® Attendance Report | arival. incompleted hours and absence reports
Produce doar events. You can choose event typs, dates and
DoorReport | dosts
7l
A

it Combinstion of P snd Acosss Control. You can ask all employees
Interactive Report at specific door, or all doors for specific employee.
()

|. Oftline Operator: admin FAFI2007 220 PM
2. Click Movements Report. The Movements Report Data Base window
opens.
Mavements Report Data Base: tt\AC115DataBase.mdb (%]
Report Doors
& Access Grarted ﬂ @ al
(" Access Denied  Select Doors:
" Unauthorized
 Unknown at door % In ~ Out
Produce optians
 AC115 report
@ Logfile
Text file *txt -
Access Database “mdb [D_ravit_attlooF
Browss,
Date
-
From: | 26/12/2006 -
Too  [msmao0r - Daor Humber -
oK Cancel

3. Select the type of report: Access Granted, Access Denied, Unauthorized,
or Unknown at door.
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4. In the Doors section, select whether you want all doors/employees to be
included in the report, or a selected set of doors/employees.

If you choose to select the doors to be included in the report, then you
must click on the checkbox beside each door you want to include in your
report.

Select production options: an AC115 report or a log file.
Select the date limits for the report.
Select the sort order.

© N o !

Click OK to generate the movement report.

Some example Movement Reports have been provided in the following
subsections.

6.3.1 Employee List by Door/All Doors
Settings:

= Report Type: Employee list by door

= Doors: All doors

= Date: 25/07/2006 to 01/09/2007

Movements Report Data Base: C:\Applic\AC115_New'\Ac115_v33.9.8.0_ravit_att\AC115DataBase.mdb [

Fleport Doors
& Access Granted ﬂ & Al
® M it ¢ Seleat Doors:
" Unauthorized
" Unknown af d ¥ In ¥ Out

Produce optians
¢ ACT15 repot

@ Logfile

Dale

From: | 26/12/2008 =

Sorting by

To:  [msoi/2007 - Door Number -
oK. Cancel
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The following report is generated:

Figure 12: Movements Report by Door

= Zoom |100% -

SECURITY PRODUCTS

Print Date:  01/01/2007 AC115 ccess Contiol Page 1 +From 3
Hossiare
Access Granted Report
From: 25/07/2006 To: 01/08/2007
Date Time: Employee Name Door Opened
Doar 1 Dooritt

1F0B/2006 073913 Long. Vean Inside
1F08/2006 073315 Smith, Gon Inside
FAG/2006 07317 Stodd, Aleks Inside
1PAB/2006 073318 Ogange, Len Inside
1FAB/2006 073920 Trop, Elp Inside
17A8/2006 073921 Clod, Nik Inside
1FAB/2006 073923 N Alen Inside
1F0B/2006 073925 Tirn, Dom Inside
1708/2006 191138 Long. Vean Outside
FAG/2006 191143 Smith, Gon Outside
FAG/2006 191147 Stodd, Aleks Outside
FAG/2008 191150 Trop, Ely Outside
17A08/2006 191155 Ogange, Len Ouiside
17A08/2008 191159 Clod, Nik Ouiside
17082006 191203 Nir, len Ouiside

T N — 1

[

3

6.3.2
Settings:
= Report Type: Employee list by door
= Doors: Doors 2 and 4 only

= Date: 25/07/2006 to 01/09/2007

Mavements Report Data Bas:

Report
& hccess Granted
¢ hccess Denied
© Unavthorized

 Unknown ot door

¥ in W out
Produce oplians
& ACUS repart
 Logfie
File name
Date

From:

25/12/2008 v
Te:  [o1/m/z007 v

Employee List by Door/Selected Doors

C115DataBase.mdb %]

ﬂ ]

@ Select Doors:

- Dol
-Door#t2
-Dooittd

Soring by

Doar Humber -
oK. Cancel
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The following report is generated:
Figure 13: Employee List for Selected Doors

B Movements Report:

= Zoom | 100% -

Pint D ate: 0/10/08 AC15 Access Control Page 1 #From 1

Hosslare

Access Granted Report

From: 25/07/06 To: 01/09/07
Date Time Employee Name Door Opened
Door 2 Loading Bay 1 Entrance
2740708 121014 Clod, Nik Inside
2740708 121038 Nir, Alen Inside
W00 123253 Stodd, Aleks Inside
27408007 122341 Srmith, Gon Outside
Door 4 Warehouse Entrance
27407406 11:5258 Srrith, Gon Outside
2740708 121008 Clod, Nik Outside
2740708 121036 Long, Vean Outside
01408408 11:3526 Ogangs. Len Inside
W40/08 123304 Tim, Dom Outside
2001206 09:3817 Srrith, Gon Inside
27407407 11:3802 Smith, Gon Inside
2740807 12:2337 Ogange, Len Outside

Pages MI4 [T »|M

6.3.3  Doors List by Employee/All Employees
Settings:

= Report Type: Doors list by employee

= Doors: All employees

= Date: 25/07/2006 to 01/09/2007

Movements Report Data Bas ! _¥33. C115DataBase.mdb (%]
Report Employees
@ heccess Granted & Al Employess
(" heccess Denied ﬁ

(" Select Emplopees.

" Unauthorized
" Unknown at door ¥ In ™ Out

Produce options
& AC115 report

 Logfile
File name.
Date

From: | 25,07,/2008 =2
To. 014092007 =2

Sorting by

oK. Cancel
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The following report is generated:
Figure 14: All Employees Movement Report

= Zoam [100% ~

Print Date:

From: 25/07/2006

014012007

AC115 Access Contral Page 1

7 From 3

Hosslare

Access Granted Report

To: 01/09/2007

Date Time Doortt Door Opened

Clod, Nik
17/08/2008 073321 1 Iside
17/08/2008 19:11:59 1 Outside
18/08/2006 081303 1 Iside
18/08/2006 201418 1 Outsice
21/08/2006 19:07:41 1 Irside:
22/08/2008 071857 1 Outside
22/08/2008 033311 1 Irsice
22/08/2008 20:23:29 1 Outside
23/08/2006 083017 1 Iside
23/08/2006 203347 1 Outside

Long, Vean
17/08/2008 07.3313 1 Iside
17/08/2006 1911:38 1 Outside
18/08/2006 08:12:42 1 Iside
18/08/2006 201359 1 Outsice

Pages M |47 pIM| <]

[IE3

6.3.4
Settings:

= Report Type: Doors list by employee

= Doors: Selected employees

= Date: 25/07/2006 to 01/09/2007

" Unauthorized

Produce options

" Unknown at door ¥ In ¥ Out

T [o1/09/2007 =

Doors list by Employee/Select Employees

Movements Report Data Bast ! _\ C115DataBase.mdb K]

Report Employees
* Access Granted mi Al Employees
(" Aegess Denied @ Select Employees:

I Clod, Nik

Ogange, Len
G+ ACT15 report Smith, Gon
p— v $mdg Aleks

m, Dom
’—_‘ v Troy, Elp
File name
Date
From: [25/07/2006 ~ .

Emplopee Name ~

0K Cancel
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The following report is generated:
Figure 15: Selected Employees Movement Report

EEE ]

PirtDate: 010172007 ACA15 Access Contol Poge 1 TFiom 3

Hosslare

Access Granted Report

From: 25/07/2006 To: o1/0972007
Date Time Doorh Door Opened
Clod, Nik
1700872006 w921 1
1710872006 19115 1
180872005 w1303 1
To/m8/2006 w418 1
2170872005 190741 1
220872006 was 1
20872006 w3 1
200872006 ey 1
20872006 w017 1
20872006 e 1
Long, Vean
170872006 L) 1 Inside
1700872006 191138 1 Outside
To/m8/2006 w26 1 Inside
To/08/2006 135 1 Ouide v
(R KN — LT ol

6.4 Generating Attendance Reports

7o generate an Attendance Report.
1. On the toolbar, click Reports. The Reportsscreen appears.
2. Click Attendance Report.

The Attendance Report Data Base window opens.

Attendance Report Data Base: C:hApplicAC115_NewhAcl15_¥33.9.8.0_ravit_att\AC115Dat.., (8

Report Employees
(+ Working Hours mi & AllEmployees
 Late Anival ¢ Select Employess:

" Incompleted Hours

" Absence

Sorting by

From: 21/07/2008 |
Tor 28412/2008 |

oK. Cancel

3. Select the Report type: Working Hours, Late Arrival, Incomplete Hours, or
Absence.

Select the sorting order: Employee Name, Employee Number, or Date.
Select the date range for the report.

Select All Employees or Selected Employees.

Click OK to generate the Attendance Report.

The report shown in Figure 16 is configured to display working hours,
sorted by employee name, for all employees.

N o vk
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Figure 16: Attendance Report — Working Hours

Pirt Date:  28/12/2008  AC-115Access Contiol ~ Page 1 7From 3

Rosstare

Working Hours Report

From: 2172006 To: 2822006
Date  Entrance Exit In Out  Hours
Clod, Nik
7/0/2006 Doortt1 Doortil orm fep1 1
7708/ 2008 DayTotal 11
/08,2006 Doortf1 Doartil 0813 12
/06 Doy Total 12
/08/2006 Doortt1 = OuerMight ™ 1907 2359 <04
08/ Day Total 04
/08,2006 = Over Night ™ Doortf] 0300 0718 7
/08,2006 Daortl Doaritl 0833 2029 1
/03,2006 DayToral 19
/082006 Doortf! Doorttl 03: 030 2
/0872006 DayTotal 12
FemdTaid 534
Long, Vean
7/08/2006 Doortl Doartfl o7 19 1
7/08/ 2006 Day Total 11
/08,2006 Doortl Doorifl 0312 12
03 DayTorl 12
02006 Doortt! = Over Might = 1907 " 0
1087 Doy Total 04
/08,2006 = Over Night ™ Doorfi] 000 0718 7
/08,2006 Doortt1 Doorttl 083 2029 1
/08 Doy Total 13
/08,2006 Doort1 Doartfl [ E ] 2
/08/2006 DayTotal 12
FemdTod 534

Nir. Alen

The following report is generated:
Figure 17: Attendance Report — Late Hours

-
Piint Dae: 28112/2006 AC-115 Access Control Page 1 JFrom 2
Hosslare
Late Hours Report
From: 21/07/2006 To: 28/12¢2006
Date Schedule Start Actual Start Late Hours
Clod, Nik
1708/2008 0000 0739 07:39
18408/2006 0000 0813 0813
21/08/2005 0000 1807 1807
23/08/2005 0000 0830 08:30
Period Total 4329
Long, Vean
1FA/2006 0000 0739 07:39
18408/2006 0000 0812 0812
214082005 0000 1807 1807
23/08/2005 0000 0830 08:30
Period Total 4328
Nir. Alen
1FA/2006 0000 0739 07:39
18/08/2006 0000 0813 08:13
21NA2N0F nnnn 1907 1507 b
Pages: W4 [1 AL J L B
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6.5

Generating Door Reports

7o generate a Door Report:
On the toolbar, click Reports. The Reports screen appears.

1.
2.

3.

4.

8.
9.
Some example Door Reports have been provided in the following subsections.

68

Click Door Report. The Door Events Report window opens:

Door Events Report Data Base: C:\Applic\AC1 15_New\Ac115_¥33.9.8.0_ravit_att\AC115DataBase.mdb (]

Door Events

Doors
5 ﬂ @ Al
€ Select Doars:
Select Events
Prod

fuce oplions:
@ ACITS report
 Loglie

File name
[

Date
Fom [5722006
To:  [oimteoy -

Click Select Events.
The Advanced Door Events window opens.
Select the events that you wish to see on the reports.

Click OK.

Advanced Door Events

Evente Lit |

# [ Door Opened

- [ Door Mades
# - [ Alam Mades
O eusiliary

Clear &l | Restors Defaults

o | o]

Select production options: an AC115 report or a log file.

Select whether you want all doors to be included in the report or a

selected set of doors.

If you choose to select the doors to be included in the report, then you
must click on the check box beside each door you want to include in your

report.

Select the date limits for the report.
Click OK to generate the Door Report.
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6.5.1
Settings:

All Events/All Doors

= Report Type: All events

= Doors: All doors

= Date: 25/07/2006 to 01/09/2007

Door Events Report Data Base: G:\Program Files (x86)\Rosslare\ACL15\ACL15DataBase.mdb ]

Doar

=7

Select Events

o,
T

 SelectDoars:

& ACI1S report

© Logile
Text fle "tut =
File name

o

D:

Fom: [7/82008
To 5/1/2006 -

o e

The following report is generated:

Figure 18: Door

Events Report

SECURITY PRODUCTS

oor Events Repo =]
=) Zoom [100% -
~
Piint Date: 01/ /2007 AC115 Access Contol Page 1 /Fiom 3
Rossiare
Door Events Report
From: 25/07/2006 To: 01/09/2007
Date Time Event
Door 1 Doorltl U
1782006 07.3313 Dioor Opened - By Codellnside]
1PB/2006 073915 Door Opened - By Codslinside]
1PA08/2006 079317 Dioor Opened - By Codellnside]
17082006 07.3318 Door Opened - By Codellnside]
FOB/2006 073920 Door Opened - By Codelinside]
17082006 07.3921 Dioor Opened - By Codellnside]
1P0B/2006 073323 Door Opened - By Codelinside]
1PAB/006 079325 Dioor Opened - By Codellnside]
18/08/2006 081242 Dioor Opened - By Codellnside]
1GA0B/2008  0R1245 Door Opened - By Codelinside]
18/08/2006 081250 Dioor Opened - By Codellnside]
18/08/2006  0B1254 Door Opened - By Codelinside]
18A08/2008 081259 Door Opened - By Codelinside]
ABORSNNR  IR1EM DNiner Nened - A Cadellnsid=] A
G T o 311 IR Io]
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6.5.2
Settings:
= Report Type: Tamper events
= Doors: All doors

= Date: 25/12/2006 to 01/01/2007

AC115_New'\Ac115_Y33.9.8.0_ravit_att\AC115DataBase.mdb [

Tamper Events/All Doors

Door Events Report Data Base: C:

5

Se\ecl Events

Doar Events

Produce options
 ACI15 repott

 Loglie

File name

Date-

2571272006
To:  [o/n/z00

From:

Doars

ﬂ @ Al

€ Select Doars:

-

The following report is generated:

Figure 19: Door Tamper Event Report

Door Events Repo =]
=) Zoom [100% ~
-
Fiint Dt 014012007 AC115 Access Contal Page 1 JFiom 1
Hosslare
Door Events Report
From: 25/04/2006 To: 0170172007
Date Time Event
Door 1 Dooritl
21/08/2006 203353 Tamper Mode - Started
23/08/2006 203353 Tamper Mode - Started
Daor 4 Doorlt4
24/08/2006 132600 Tamper Mode - Started
Daor 5 Doortts
23ME2006 23 Tamper Mode - Started
el
Fages W4T pM| 4] (D)
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6.5.3  Auxiliary Events/Doors 2 and 4
Settings:

= Report Type: Auxiliary events

= Doors: Door 2 and 4

= Date: 25/07/2006 to 01/09/2007

Doors Seleck

Al
ﬂ (¢ Select Doors:

v| 2 - Loading Bay 1 Entrance
3 - Loading Bay 2 Enbrance
v 4 -Warehouse Entrance

oK Cancel

The following report is generated:
Figure 20: Door Auxiliary Event Report

oor Events Report

= Zoom [100% ~

Hoss/are
Door Events Report

From: 25/07/06 To: 01/09/07
Date Time Event
Door 2 Loading Bay 1 Entrance
250706 15.07.01 Ausiiary Opered
25/07/06 150705 Ausliary Closed
2707106 121015 Auslizry Opened
2707108 121019 Ausiiary Closedd
270705 121038 Ausiiary Dpened
270708 121042 Ausliary Closed
30110/08 12325 Ausiiary Opered
3010108 12325 Auglizry Closed
2708107 122301 Ausiiary Opened
27/8/07 122345 Ausdiary Closed
Door 1 Warehouse Entrance
270705 124006 Ausiiary Dpened
270708 121010 Ausliary Closed
270706 121036 Ausiiary Opered
2707106 121040 Auglizry Closed
01/08/08 113001 Ausiiary Opened
01 /08/05 1:30.05 Ausdiary Closed
3010/08 123304 Ausiiary Opered
30110/08 123308 Ausliary Closed

Pages: M |4 [1 L]
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6.6 Generating Interactive Reports

To generate an Interactive Report:
1. On the toolbar, click Reports. The Reports screen appears.
2. Click Interactive Report.

The Interactive Report window opens.

port Data Base: C:\Applic, AC115_New',Ac115_¥33.9.8.0_ravit_att\AC115DataBase.mdb (%)

-
@ By R e

€ Select Doars:
 Doors st by employee:

uce oplians
@ ACIT5 report
 Loglie

|

Cancel
3. Select how you want the reports to be sorted.
Select production options: an AC115 report or a log file.

5. Select whether you want all doors/employees to be included in the report
or a selected set of doors/employees.

If you choose to select the doors to be included in the report, then you
must click on the check box beside each door you want to include in your
report.

6. Click OK to generate the Interactive Report.

Some example Interactive Reports have been provided in the following
subsections

6.6.1 Employee List by Door/All Doors
Settings:

= Report Type: Employee list by door

= Doors: All doors

o,
& Emplopees st by door ﬂ &l
 Select Doors:

€ Doors s by employee:
& ACI15 repot
 Loglie

- |

File name

Brovse
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SECURITY PRODUCTS

The following report is generated:
Figure 21: Interactive Door Report of Employees by Door

nteractive Report

= Zoom [100% ~

Frint Date:

Door 1

Door 2
Door 3

oor 4

D
Pages: 4[4 [T bl <

Employee Name
Doortt
Clod, ik

Long. Vean

Hi, Alen

Ogange, Len

Smith, Gon

Stodd, Aleks

Tim, Dam

Troy, Ely

Doorit2

Doorit3

Doorit4

010172007

AC115 Access Control

Fage 1

Hosslare

Employees List by Door

Slotl

Employeelt

#From 1

£

6.6.2
Settings:

= Report Type: Employee list by door

=  Doors: Doors 1, 4,

Interactive Report Data Base: C:\

and 5

plici ACL 15_New'Acl 15_¥33.0.8.0_ravit_att\AC115DataBase.mdb B8

Employee List by Door/Selected Doors

 Employees st by door

© Doors st by employee.

& ACHS repart

File name

_—

 Logfle
Tert fle "ot E

Biowse.

ﬂ (ol

@ Select Doars:

/7D

ol
12-Doort2

- Doorttd
5-Dooits

i3 Cancel
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The following report is generated:
Figure 22: Interactive Report of Employees by Door

nteractive Report

= Zoom [100% ~

Frint Date: 010172007 AC115 Access Control Fage 1 #From 1

Hosslare

Employees List by Door

Employee Name Slotl Employeelt =
Door 1 Dooritl
Clod, Nik g g
Long. Vean 2 2
Nir, Alen 4 4
Dgange, Len 7 7
Smith, Gon 1 1
Stodd, Aleks 3 3
Tim. Dom 8 8
Troy, Ely 5 5
Door 2 Doort2
Door 3 Door#t3
Door 4 Doorit4 >
Pages: M| 4 [T L1 | 2l

6.6.3  Doors list by Employee/All Employees
Settings:

= Report Type: Doors list by employee

= Doors: All employees

Interactive Report Data Base: C:\Applic\AC1 15_New\Acl 15_Y33.0.8.0_ravit_att\AC115DataBase.mdb (8]

© Enmplopees st by door ﬁ @ Al Employess
;  Seect Enployees:
& oS o by arpiogae] ey
=l
0 Long. vean
0 i
E Ogange, Len
@ ACTIS report S
 Logtie 0 stodd ks
0 Tim. Dom
e scel otk book*s1s < ERE

File name

Biowse.

i3 Cancel
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The following report is generated:
Figure 23: Interactive Report of All Employees

B Interactive Report

Bl &  zon o

Prirt Date: 0/10/06 AC115 Access Cantral Page 1 /From 8

Hosslare

Doors List by Employee

Clod, Nik
Employee # 1 Slot # 1
Card 7 PIN Code 0,36233
Rights:
Door # 2 Loading Bay 1 Enfrance Sitike Aurlery
Door # 4 Sk Aulery
Time Zones: 24 Hours

6.6.4  Doors List by Employee/Selected Employees
Settings:

= Report Type: Doors list by employee

= Doors: Selected employees

Interactive Report Data Base: C:\Applic\AC15_New\Acl 15_Y33.9.8.0_ravit_att\AC115DataBase.mdb B8

Report Employs

" Employess st by door ﬁ © Al Employess
 Select Employess:

& Doors st by employee:

v Clod, Nik
Long. Vean
Nt &len

Producs options
@ ACIT5 report

 Loglie

File name.

AC-115 Software Manual 75



Reports

The following report is generated:
Figure 24: Interactive Report for Selected Employees

B Interactive Report
= Zoom | 100 =
)
PritDate: 010172007 AC115 Acosss Control Page 1 7Fiom 8
Hosslare
Doors List by Employee
Clod. Nik
Employee # 5 Slot # 5
Card 7 PIN Code 0.0000
Rights:
Door #t 1 Doaitt Stike Ausiary
Time Zones: 2 Houws
o)
Pages: W[4 [1 yM| < »
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A. Language Setup

The AS-115 application currently supports the following languages:
= Chinese (Simplified) and Chinese (Traditional)

= English

= Estonian
=  French

=  German
= Hebrew
= I|talian

= Russian
= Spanish
= Turkish

The English version of all of the above operating systems allows all Western
scripts such as English, French, and Spanish to function by default.

A1 Option 1 - Changing Languages within the AS-115
Software

If you are using Windows 2000 and above, you do not have to purchase the
Russian version, as Windows 2000 and above already have multi-language
support. You must still configure Windows 2000 and above to display the
characters correctly and to function with your keyboard.

To set up your preferred language using AS-115:
1. On the toolbar, click Setting. The Settings screen appears.
2. Click the Options tab. The Options screen appears.

1B AC-115 InteliDoor, Access Control Network - [Setting]

Employees able d

:
|| R
Exit Operators features, and to change passwords and other settings.
L]
L Use this option to Import, Export, Compact and Refresh of Data Base,
Data B select Back Up period and Location.
@ i Gperator adrin 771772007 1048 AW
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3. Click Language.

If you are running the English version of Windows 2000 or above, then
the following Change Language window opens.

Change Language §|

Chinese, Simplified ok |
Chinese, Traditional
Cancel

E stanian
French
German
Hebrew
Italian
Ruszzian
Spanish
Turkish

4. Select the desired language and click OK.
The text in the window changes to the selected language.
If you do not see the language of your choice, try Option 2.

A.2 Option 2 - Changing the Default Locale on Windows
2000 and Above

For non-western scripts, such as Hebrew or Russian, you must use the
Windows 95/98/ME/NT that is specific to that region of that language. For
example, to view Russian text, you must have the Russian version of Windows
95/98/ME/NT.

The following is a step-by-step example showing how to change the language
from English to Russian. The same steps can be used to change languages to
any of the available languages.
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To set up your preferred language using Windows.

1.

Open the Regional Options window from your Windows control panel.
21x]

General | Numbersl Currencyl Time: I Date | Input Localesl

i Settings for the curent user

dany programs support international settings for numbers, curencies,
times, and dates. Set the locale in order to use the standard settings

‘Your lacale [lacation]

r— Language settings for the system
“Your gpstem iz configured to read and wiite documents in multiple

languages.
O #usbic ﬂ
O tumerian
O Balic
[ Central Europe
O Cyilic LI

Set default... | Advanced... |
oK I Cancel | Apply |

Assuming you want to see Russian text in the AS-115 PC software, you
must first select “Cyrillic” in the language settings for the system.

Select the checkbox next to Cyrillic in the Language settings for the
system.

You must click Set Default to confirm your language selection.
A small confirmation window appears.
x|

The system locale enables applications to display menus and
dialags in their native language. Windows wil use the code page

and font settings of this language. Menus and dialogs of Windows
will not be affected

Select the appropriate locale.

Select a Cyrillic compatible locale from the dropdown menu such as Azeri,
Serbian, or Uzbek and then click OK.

Click OK to confirm the Regional Options Settings.

You may be required to insert your Windows 2000 (and above)
installation CD to install additional files and to restart your PC.

Repeat Option 1 from A.1 and you will now be able to select Russian
from the language list.
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B. Using the MD-08

The MD-08 is a Wiegand 26-Bit to RS-232 converter. It allows you to connect a
Wiegand 26-Bit reader directly to one of your PC's COM ports. This permits
you to program employee and system codes without being in Online mode.
This provides the convenience of not being required to use a reader attached
to a controller in the network when setting employee and system codes.

Instead, you may program employee and system codes using a reader attached
to the MD-08. You could even pre-program all the employee and system codes
for a network in your office prior to departing to the site of the AC-115
network you are installing or maintaining.

There are three ways to attach Wiegand 26-Bit readers to the MD-08:
= Wiring a reader directly to the MD-08's terminal block (Figure 25)

= Attaching a Rosslare reader directly to the MD-08's connector input
(Figure 26)

= Installing Rosslare’s MD-12W Proximity Reader Module directly into the
MD-08 (Figure 27)

Figure 25: MD-08 Terminal Block Wiring

MD-08

To PC Serial Port
(COM Port)

READER
Wiegand 26-Bit
12 VDC, Max. 500 mA

<l
-«

MD-08

To PC Serial Port
(COM Port)

READER

Wiegand 26-Bit
12 VDG, Max. 500 mA

(Readers are not provided with the MD-08 and must be purchased separately.)
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Figure 27: MD-12W to MD-08

MD-08

To PC Serial Port
(COM Port)

(The MD-12W is not provided with the MD-08 and must be purchased
separately.)
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