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1. Introduction

WatchLock Cube is a versatile, user-friendly, smart reporting padlock that
keeps you updated in real time. WatchLock Cube is the latest version of the
award-winning WatchLock padlock, which combines advanced GPS and GSM

technology with a versatile locking system.

It provides notifications in real time upon any predefined irregular event, acting
both as a security measure and a monitoring solution. WatchLock Cube
protects your assets and communicates with you no matter where you or your

assets are.

WatchLock Cube is equipped with high-end electronic components; its battery
capacity is increased fourfold compared to that of WatchLock. The Cube’s

electronic shell can fit a variety of C10 padlocks from various manufacturers.
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2. Package Contents

1. WatchLock Cube with protective rubber cover
2. Keys

3. WatchLock Cube programming cable (optional)
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3. Product Description

WatchLock Cube is a combination of an electronic tracking device with GPS
locating system, cellular-based communication capabilities, and a padlock.

Together they provide immediate triggered alerts and location information
through email, a web-based monitoring system, or a smartphone app.

This manual describes how to configure and monitor the WatchLock Cube
device.

Audible signals

The device uses audible signals (beeps) to announce its activity. When you
insert the programming cable or the batteries in the device, it will sound one
(1) audible signal (beep), to indicate that it was activated.

After this, the device will connect to the cellular network. Once the device
performs a successful connection to the cellular network, it will sound two (2)
audible signals (beeps).

At the same time, the device will connect to the GPS and get the location. Once
the device performs a successful connection to GPS, it will sound three (3)
audible signals (beeps).

The device will sound four (4) audible signals (beeps) when its batteries are
getting empty.

When the shackle is connected to the tracking device and the lock is being
locked / unlocked, the device will sound one (1) short audible signal (beep).
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Technical specifications

Location

Type

Time to First Fix (TTFF)
Positioning Accuracy
Velocity

Antenna Type

GPS, GLONASS (optional)
12 sec. (hot start)

10 m CEP (50%)

0.2 m/s (50%)

Built in (concealed)

Environmental

Specifications

Operating Temperature

Storage Temperature

-20°C to +60°C
-40°C to +85°C

CPU

Static RAM
Non-volatile Memory

Flash Memory

128 KB
34 KB
2048 KB

Battery Type 4 AA batteries (rechargeable /
non-rechargeable)
Power Varies by type of AA batteries
used. It is the capacity of a single
AA battery used multiplied by 0.8
GSM Type GSM: 850/900/1800/1900
Communication SMS, GPRS, HSDPA
Networks 850/900 class 4 (2 Watt)
1800/1900 class 1 (1 Watt)
Physical Dimensions 7.5x7.5x8cm (17 cm with C2
Specifications shackle)
Weight 910 g (padlock included)
Accelerometer Type 3 Axis, 0.1g resolution
Purpose Identify and report events of
impact
Access Port Type USB
Power Sleep/Idle 0.5
Consumption GPS only 105
(mA) GPRS only 80
GPS and GPRS 165
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4. Configuration

Downloading the software

For the link to download the Installer application setup file, please contact
Starcom technical support by Email: support@starcomsystems.com, or
Skype: starcom.support.

Installing the software

Locate the folder where you saved the installer setup file. Double-click the
InstallSetup.exe. A Windows Defender window appears. Click More info.

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info
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Windows protected your PC

Windows Defender Smarthcreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: InstallSetup.exe
Publisher: Unknown publisher

Click Run anyway. The Select Destination Location window appears.

10
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Select Destination Location
Where should Starcom Installer Application be installed?

Setup will install Starcom Installer Application into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:\Program Files (x86)\StarcomSystems\Installer Application Browse...

At least 1.2 MB of free disk space is required.

Click Next. The Select Components window appears.

ﬁEﬂ Setup - Starcom Installer Application —

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Clid: Mext when you are ready to continue.

Full Installation e
Installer Application 4,5 ME
MapX Support 12,0 ME

Current selection reguires at least 17.6 MB of disk space.

« Back Cancel

11
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Click Next. The Select Start Menu Folder window appears.

ﬁ_%' Setup - Starcorn Installer Application

Select Start Menu Folder
Where should Setup place the program's shortouts?

ﬂ Setup will create the program's shortouts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

tarcom Systems

[ ]Don't create a Start Menu folder

« Back Cancel

NOTE: Select Don’t create a Start Menu folder checkbox, if you do not want
to create a start menu folder.

Click Next. The Ready to Install window appears.

12
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ﬁ! Setup - Starcom Installer Application —

Ready to Install

Setup is now ready to begin installing Starcom Installer Application on your
computer.

Click Install to continue with the installation, or dick Badk if vou want to review or
change any settings.

Destination location:
C:YProgram Files (x36)\starcomSystems\InstallerApplication

Setup type:
Full Installation

Selected components:
Installer Application
MapX Support

Start Menu folder:
Starcom Systems

< Back Install Cancel

Click Install. The installation starts, and a progress bar appears in the window
indicating the progress of the installation.

ﬁ_,'-’:,‘ Setup - Starcom Installer Application —

Installing
Please wait while Setup installs Starcom Installer Application on your computer.,

Extracting files...
C:YProgram Files (x86)YapX L EGEMD.DLL

Cancel

13
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When the installation is complete, the Completing the Starcom Installer
Application Setup Wizard window appears.

Completing the Starcom Installer
Application Setup Wizard

Setup has finished installing Starcom Installer Application on
your computer. The application may be launched by selecting
the installed shortouts,

Click Finish to exit Setup.

Click Finish.

14
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Installing the update

To install the Installer update software, locate the folder where you saved the
update file. Double-click IUpdate.exe. The Starcom Installer Update window

appears.

ﬁ Starcorn Installer Update —

Hellol

your software to (eq: C:hor D).

Enjoy!

Destination folder
ogram Files ()

stems\InstallerApplication] v|

Extraction progress

|  Extract

This will update the Starcom software that you own. In order to
complete the upgrade, please enter the drive where you installed

Browse...

Cancel

Verify that the Destination folder points to the location where the Starcom

Installer software is installed and click Extract.

15
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A Confirm file replace dialog box appears. Click Yes to All.

B

Extracting files to "C:\Proagram Files (x86)\StarcomSystems\InstallerApplication”
folder
Extracting from IUpdate.exe

Confirm file replace >

The following file already exists

elnstall.exe

Would you like to replace the existing file

_ 4 1,651,712 bytes
Extracting ¢ modified on 13-May-18 10:34 AM
with thiz one?
Extraction g * 1,651,712 bytes
modified on 13-May-18 10:34 AM
E Yes i| Yes to Al Rename
Mo Mo to Al Cancel N

The installation starts, and a progress bar appears in the window, indicating
the progress of the installation.

16
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E Starcom Installer Update — >

Extracting files to "C:\Program Files (x88)\5tarcomSystems\Installer Application™

folder
@ [Extracﬁng from Ipdate.exe

Extracting Enforcer.ini

Extraction progress

| Fause | Cancel

The Starcom Installer Update window closes, when the update is complete.

Installing the cable driver

The WatchLock Cube cable driver can be downloaded from the following
location:

http://www.ftdichip.com/Drivers/VCP.htm

Download the driver for the proper Windows version.
The driver Installation Guide can be found at the following location:

http://www.ftdichip.com/Support/Documents/InstallGuides.htm

Download the Installation Guide for the proper Windows version. Follow the
instructions in the Guide to install the cable driver.

17
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Disassembling the device

Use the key to open the lock and remove the shackle.

18
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Remove the rubber cover from the device.
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Pull the plastic cover to remove it from the device.
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Use a cross-head screwdriver to remove the two screws in the top cover.
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Remove the top cover.

22
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ATTENTION!

Be careful when taking out the battery
holder. Do not tear the wires.

23
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Use the cross-head screwdriver to remove the two screws underneath the
battery holder.

24
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Pull the top part to disassemble the device and reveal the lower part with the
SIM card holder.

MWL

Ne—— e
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Inserting the SIM card

Gently push and pull back the plastic SIM card holder to release and open the
SIM card slot.

26
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Insert the SIM card into the SIM card slot with its gold contacts facing you and
its cut-off corner facing out the SIM card slot, as shown in the following image.

27



STARCOM

Systems WatchLock Cube User Guide

Put the SIM card holder back into vertical position. Gently press and push the
SIM card holder forward to snap it back into place.

28



STARCOM

WatchLock Cube User Guide Systems

Connecting the device to the computer
Connect the programming cable connector to the USB port on your computer.
Connect the 5-pin connector to the device.

Make sure that the slot on the device connector socket corresponds with the
bulge on the cable connector plug.

The three (3) pins on the cable connector plug must point upwards and the
two (2) pins downwards.

29
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Configuring the device

To open the Installer application, from the Start menu select Starcom
Systems > Installer Application. The Installer company name window
appears.

Installer hod

Please set company name ||

Cancel

Enter your company name and click OK. The Wizard window appears. Unclick
the Always show this wizard on program startup option and press
Cancel.

Wizard — O >
(4]

Welcome to Starcom System

STARCOM ™™

Systems This wizard will guide you through the preliminary setup and configuration of
Starcom's device.

The setup consists of 2 easy steps:

1. Entering information regarding your computer and the cellular network
you will be using.

2. Setting up and testing the units.

Always show this wizard on program startup & Cancel

31
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The Installer window appears.

n Starcom - Installer (v2018.05.13)

Technical Preferences Windows Help

0

Status  Testing Comment

Unit Number Address

- Request status
> - Logic state
> - Output
> - Tracking
> - Compressed Tracking
> - TCP Tracking
> -TCP
- Leam Dallas

| B

* Wizard [EB] unitStatus @ Helios Parameters [t Firmware Update & Communications [ Configuration (@) Map setup

g e ications

32

on the taskbar at the top of the window.

Click Technical > Communications or press the Communications button

é Advanced. ..

[dnit Filter:
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; % Advanced... . . . .
Click the Advanced button [ . The Communications Window will
appear.
n Cormrmunication Window EI@

Configuration  Messages

Metwork s

Available Metwaorks:

T Add 5% Bemove

B 2 #

Save FReload Restart

+]

&dd

Click the Add button . The Network Selection window appears.

Bl Metwork Selection — O >
Supported networks:

elioz Direct connection to Helios units
LEUS00
Route
TCRIP
MotG18
SMPP
hotC18
G5k
TC35
TDOhkdA W

Select Helios from the list and press OK to add a Helios network.

33



STARCOM

Systems WatchLock Cube User Guide

The Communications Window will now display the new connection in the
Available Networks list, which is named Helios 1. (The name "Helios" in this
case of the device connection to the Installer applies globally to all device

types).

n Communication Window EI@

Configuration  Messages

Metworks  Helios1

Ayailable Metworks: Metwork, aliaz: Addreszes Prefives;  Unitz List:
Helioz. 1 [Helios) Helioz. 1 |
R color:

Click here to changel |

T color
Click here ta change! |

T Timeout:
B0 3| Seconds

todify source prefis:

[Use ane unit or one
units range per ling)

| e Update

ZF Manual T

! 73 Add i +3 Bemove

B 2 #
Save Reload Restart

Click on Helios.1 button to configure and activate the connection.

n Communication Window EIIEI

Configuration  Messages

Metworks || Helioz1

[] Activate
|com-| ~| 115200 v
Com Port Baud Rate
* Auto Check
o & TCP Test Open terminal

B 2 #
Sawve FReload Restart

34
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Select the COM port humber of the WatchLock Cube cable port in the Com
Port menu.

To verify the COM port being used by WatchLock Cube in your computer, go
to My Computer > Manage > Device Manager > Ports.

o4 Device Manager — O et
File Action View Help

& T HE B

== |DE ATASATAPI controllers A
% Imaging devices
Keyboards
@ Mice and other pointing devices
3 Monitors

sctwork adapters
# Ports (COM & LPT)
ﬁ USE Serial Port (COM18)
™ Printers
[} Processors

W7 Security devices

i3 SM Driver

B Software devices

I Sound, video and game controllers
ﬁ‘# Storage controllers

i3 System devices

i Universal Serial Bus controllers

= WS5D Print Provider W

35
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Set the Baud Rate to 115200 (default). Check the Activate checkbox and
click Save.

n Communication Window EI@

Configuration  Messages

Metwark s

Activate

com1s_/ ~| 115200 v
Com Port Baud Rate
ﬁ Auto Checl:
& ICP Test Open terminal

If WatchLock Cube has connected successfully, a "Helios.1: on" notification will
appear in green color at the bottom left corner of the Installer application main

screen .
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To access the device parameters, press Technical > Watchlock

Parameters, or right click on the taskbar at the top of the Installer application

window and press Customize. Select Watchlock Parameters and drag/drop
it into the taskbar. Press Close.

Customize...
Bl customize et
Actions
Categories: Actions:
Prefrences {7 Helios Parameters A
:
Help i Firmware Update
(All Actions) @'.'u‘atdﬁlnn:k Parameters
Ewvents
¥ Wizard
E| Heling Canhis &
Description
To add actions to your application simply drag and drop from either
Categories or Actions onto an existing ActionBar.
Drag to create Separators

Press on Watchlock Parameters and use the settings to configure the device.

37
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“ -
Press the Read from device button |M to read the parameters

already configured in the device.

= e e

Single unit

rultiple units

n Watchlock Parameters
&= Load Save
I Select Al e Riead from unit & Send
Unit Murnber: Address:
|4?9525 = | [ |
& MNetwark @ Transmission Fates % Hardware
O
SMS Destination
Dlintemet | lelank | lelank
Cellular PN Cellular Uzermame Cellular Pazzword
Dlrouting'l.starc-:-msystems| : |:||BEDD = |
Firat server Fort
DlrDuting2.starcnms_l,Jstems| : |:||EEDD = |
Secondary Server Port

38
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Network settings

This tab allows you to enter all the parameters necessary for the device to
connect to the network.

n Watchlock Parameters E\@
=] Load Save

I, (| i X 3 . :
i Select Al = Risad from unit & Send Single unit Fultiple: units

Urit Murnber: Address:
479526 =i |

'\Kj Metwork @ Transmission Rates 908 Hardware

O
5SS Destination
Dlintemet | lelank | lelank
Cellular 4PN Cellular Uzermame Cellular Pazzword
Dlrouting'l.starcnmsystems| : |:||EEDEI = |
First server Fart
|:||routingE.starc-:-msystems| : |:||BEDD = |
Secondary Server Fort

SMS Destination

The device transmits via GPRS by default and via SMS as a backup, when GPRS
connection is not available. The humber to be entered in the SMS Destination
field is the SIM card number used in the SMS Terminal device connected to the
routing server or the SMPP target number. For more information, see SMS
Notifications guide.

APN settings

The APN settings are essential in order for the device to transmit messages
and alerts. The APN settings are provided by your cellular operator with the
SIM card you are using in the device.

GPRS APN (Access Point Name) - the name of the gateway provided by your
cellular operator (e.g., internet).

GPRS Username - username provided by your cellular operator (e.g., blank).

39



STARCOM

Systems WatchLock Cube User Guide

GPRS Password - password provided by your cellular operator (e.g., blank).

First server - main routing server, which the devices transmit to (by default,
it is Starcom Systems server 1).

Secondary server - auxiliary routing server, which the devices transmit to
(by default, it is Starcom Systems server 2).

Port - port open for communication on the routing server (default port is
6600).

40
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Transmission Rates settings

This tab allows you to configure the intervals of regular tracking transmissions
which define how often the device will transmit its status.

n Watchlock Parameters EI@
@ Load Save

I, | i . . B B
i Select Al =] Riead from unit & Send Single unit tultiple units

Urit Murniber: Address:
460452 SIE |

"K’ Metwark @ Transmission Fates ?;.6} Mendeens

Intervals

Transmizian B0 mrir “ | [] Only when weak impact detected

£

Standby Mone
GPS Peek B0 min ~ | [] Only when weak impact detected
Logging Nane

Mo movement Mone

{

£

Send maszsages fram the memany by:
[Regular cellular data will always be used]

[J5ms
Foaming

Transmission - interval of regular tracking transmissions which defines how
often the device will transmit its status.

GPS Peek - interval of the GPS update which defines how often the device’s
GPS module will update its location.

Transmission and GPS Peek values are usually left the same. In some
instances, these parameters can be configured with different values. For
example:

GPS Peek can be faster than Transmission when between the regular
transmissions the device can enter or exit a specified perimeter. In such case,
a Perimeter event created on Starcom Online will be triggered by the change
in the device location. For more information, see Chapter 7 — Monitoring.
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GPS Peek can be slower than Transmission when the device is installed in a
remote location for long periods of time, when the GPS update is not really
required. In such case, Transmission can be set for 1 day, for example, and
GPS Peek can be set for 5 days (highest value) to save battery power.

For the testing period, you can set the transmission rates at a higher interval
(e.g., 10 minutes). Once the device is tested, you can set the transmission
rate at a proper working interval (e.g., 5 hours).

Transmission rates also determine how long the battery will stay charged.
Every transmission uses the battery. The faster the transmission rate, the
faster the battery will end.

Note that these are the regular scheduled Tracking transmissions and they do
not include the additional random transmissions and alerts, like Open/Close,
Location Update, etc., which also use the battery.

Logging - interval of data logging, during which the device will wake up only
for a few seconds to record its current state but will not transmit (useful for
temperature / light logging). The information will be transmitted along with
the next transmission (tracking/opening/etc.).

Only when weak impact detected - when enabled, tracking messages will
only be sent if during the selected period a weak impact was detected.

NOTE: This will disable the weak impact transmissions.

Standby - if "Only weak impact is detected" is enabled use this setting to set
the tracking rate when the device is stationary. This interval must be slower
than the Transmission rate (e.g., use 1 day as Standby and 15 minutes for
Transmission).

No movement - time without movement before a "No movement” alarm is
sent. Recommended to be used together with the “Only when weak impact
detected” setting above.

42
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When the device is out of GPRS coverage, the messages will be saved to the
device memory. Messages saved in the memory can be sent when the device
resumes the connection to home cellular network, or to the roaming network,
if the SIM card used in the device has a roaming service enabled by your
cellular provider.

SMS - select this option if you want the device to transmit messages saved in
the memory via SMS. The device transmits by GPRS by default and by SMS as
a backup when GPRS connection is not available. For more information, see
Appendix A - Device Communication in Starcom Systems.

Roaming GPRS - select this option if you want the device to transmit
messages saved in the memory via roaming GPRS. In order for this to work,
the SIM card used in the device must have a roaming service enabled by your
cellular provider.
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Hardware settings

This tab allows you to configure various hardware settings.

n Watchlock Parameters EI@
2] Load Save
~ ;
M3 Select Al w7 Head fiom unit & Send Multiple: units
Unit Number: Address:
|4?9525 = | | |

\K’ M ebwiark, @ Transmission Fates %J‘::‘% Hardvare
[l O
‘watchlock Cube
] Maritor "Break-in'" events Oinductive lock [ Inductive unlock
Location updates 21 v 24 -
Location by Cellular
Filter inputs

[] Debugging beeps

Tranzmit after first start-up

[JUse &-GPS

[weak Impact [ Strang Impact

1.1 ~| |75 | |23 w25 w
Farze [q) Diuration [m5es) Farce [g) Ciuration [mSec)

Watchlock Cube - activate this option in order for the device to function as
WatchLock Cube.

Monitor "Break-in" events - not applicable to WatchLock Cube. Do not use.

Location updates - GPS enabling option. Once activated, the device’s GPS
module will be turned on upon every transmission, and location update
transmissions will be sent.

Location by Cellular - when enabled, location lookup will be done according
to cellular antennas if GPS is not available.

Filter inputs - when enabled, the switches status will be changed only after
2 seconds of continuous state.

Debugging beeps - factory testing setting. Do not use.

Transmit after first start-up - if this option is activated, a "Power On"
message will be transmitted whenever the device is powered on for the first
time or gets restarted.
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Use A-GPS - when enabled on supported devices, Assisted GPS data will be
downloaded from the GPRS to get better and faster GPS fix.

Weak Impact / Strong Impact -accelerometer parameters used to define
two types of impact (hit, push, drop. etc.) on the device.

Force (g) - determines the threshold of the force needed to be measured in
order to send an alert. Select "Disabled", if you don't wish to use the alert.

Duration (msec) - determines the duration of the force needed to be
measured in order to send an alert.

The default values configured in the device are based on the laboratory testing
results, they were found to be acceptable in most cases. These values can be
tested and changed according to the specifics of your work. To change these
values according to specific conditions, you need to test the device with
different values and choose the best option. The lower the setting, the more
often the device will respond to a weaker impact.

Inductive lock / unlock - not applicable to WatchLock Cube. Do not use.

Once all the necessary parameters are set, press the Send button

& Send

to send the changes you made to the device.
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Saving the configuration
If you are planning to configure other devices with the same parameters, you

can save these settings as a *.mem file. Click the Save button in
the Watchlock Parameters window, select the location where you want the
configuration file to be saved on your computer, name the file and press Save.

Configuring a new device with the saved configuration
To configure a new device with the saved parameters, click the Load button

& Load in the Watchlock Parameters window, browse to the location where
you saved the configuration file, select the file and press Open. Click the

1A
Select All button i Select Al

to select all the parameters and press the

& Send .
Send button to send the changes to the device.
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5. Testing

It is important to test the device connection to the network, the correct GPS
location, the device status and inputs response before installing the device. To
do this, you need to perform the following steps.

TCP test

This test verifies that the SIM card is open to the GPRS network, the device
can connect to the network and make successful TCP/IP transmissions.

v~ TCP Test

Press the TCP Test button | (Communications > Advanced
> Communication Window > Configuration > Helios.1). Wait a few
minutes until you receive a pop-up window with a successful connection
message.

nstaller x|

Test successed {unit connected)!

If at the end of the TCP Test you do not receive a successful message, check
your APN settings (Watchlock Parameters > Network). Contact your cellular
provider and make sure the SIM card is open for GPRS. Verify that your SIM
card is not protected by a PIN code. If necessary, use a mobile phone to cancel
the PIN code.

You can also perform the test manually using the Terminal window. Open the
Terminal window (Communications > Advanced > Communication
Window > Configuration > Helios.1 > Open Terminal) and type the
following commands:

\tdm and press Enter (Modem mode). The modem will be turned on.

\tr and press Enter. This command runs a series of actions to check the
parameters such as reception level, visible networks and registered network,
SIM card state and information. It also attempts to connect to the routing
server. If successful, a "TCP: Send+" message will appear in the Terminal
window.
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=101 x|

\tf1Testing Mode On

T+CGPRS?
+CGPRS: 1

OK
AT

OK
AT +MIPCALL=1,"internet", "blank", "hblank"
OK

+MIPCALL: 31.154.153.213
TCP: Registered

TCP: Opening socket
AT +MIPCLOSE=1
ERROR
+MIPOPEN=1,10834, "routinglistarcomsystems.comn',.6606,.68

GPS test

NOTE: If you're testing the device inside the building, it will not be able to get
a GPS signal in most cases. In order to get a proper GPS location, the device
has to be placed outside the building, or outside the window, where it can
access the satellites.

Open the Terminal window (Communications > Advanced >
Communication Window > Configuration > Helios.1 > Open Terminal)
and type \tdg (GPS mode). GPS readings will be displayed. When you see
"A,3"... reading, it will indicate a GPS fix signal.

[N i x

SGPUTG.B00.0,.T, .M.000.0,.N,.0008.0, K, A>*4D

SGPGG 32.117,3205.8332,N,03448.3701 ,E,1,10,0.9,86.7,M,17.9 .M, ,0000x6B
SGPGS 11.93,32,19.14,22,01,20,23,31.,.1.9,0.9.1.6x3B

SGPGSUTS I 10,11,74,271,41,01,57,322,43,32.56,319,43.31,36,116,41%75
$GPGSU.3.2,.10.20,34,294,39.19.33.201.,40,14,25,041,38,23,22,224,39%75
SGPGSU,3.3.10,.22,13,077,37,.03,.12,188,33%7F
SGPRMC,1081732.117.A,3205.0332,.N.03448.3701 .E.000.0.000.0,240113, , .A*62
SGPUTG.0008.0.T. .M,.000.0,.N,.000.0, K, A*AD
SGPGGA,.181733.117,3205.0335,.N.03448.3700,E,1.,10,.0.9.86.1,.M.17.9..M. .0000*6A
SGPGSA.A,.3,11,03,.32,19,14.22,01,20,.23,31,,,1.9,8.9,.1.6*3B
SGPRMC.101733.117.A,3205.0335,N.03448.3700,.E.000.0,000.0,240113, . .A*65
SGPUTG.0008.0.T. .M,.000.0,N,.000.0, K, A*AD
SGPGGA,.181734.117,3205.0330,.N,.03448.3697,E,1.,10,.8.9.86.5,M.17.9,.M. .6000>63
$GPGSA.A.3,11,03,.32,19,14,22,01.,20,23,31,,,1.9,0.9.1.6>3B
SGPRMC.101734.117,.A,3205.0330,.N.03448.3697.E.000.0,.000.0,240113, . .A=68
SGPUTG.0008.0.T. .M.000.0,N,.000.0,. K, A»*AD
SGPGGA,.181735.117,3205.0328,.N.03448.3694,E,1.108,.0.9.87.7,M,.17.9. M. .0000*6B
SGPGSA.A.3,.11,03,32,19,14.22,01,20,23,31,,,1.9,08.9,.1.6*3B
SGPGSU.3.1.,10,.11,74,271,42,01,57,.322,43,32,56,319,.43.31.36,116,41%76
$GPGSU.3.2,10.20,34,294,40,19,.33.201,.40,14,25,041,38,23,22,224,39%7B
$GPGSU.3,3,10,22,13,077,37,03,.12,188,34>78
SGPRMC.101735.117,.A,.3205.0328,.N.03448.3694.E,.000.0,000.0,240113, . .A*63
SGPUTG.000.0.T, .M.000.0,.N.000.0,.K,.A*AD

SGPGGA . 181736 .117
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If you do not see any response, type \tg1l to turn the GPS on and repeat the
test.

Unit Status

Open the Unit Status window. Enter the device number in the Unit Number
field, select Request status and press Send. The device information will
appear.

Ell 479526 =B S|

|4?9525 ||| |
[rit Mumber Address

Status  Testing Comment

Inztalled

Static pin (M

b obile pin 1M
Light 1: 0

Light 2 0
Temperature: MAA

4 Inputs / Dutputs 4 Location 4 ¥arious

- Flequest status
- Tracking

- Clear Events

- Restart Urit
-GPS

- Yaice Cal

i@ Send .

Click on the Inputs tab, press Request status and check the response in the
Device Status window. Use the Location tab to check the device’s GPS data.
Use the Various tab to see the device information.

After all the tests have been performed successfully, the unit is ready to be
installed.
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6. Installation

Assembling the device

Slide the top part onto the lower part of the device.

7 v
BRRULAN A

e —

5 ————
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Use the cross-head screwdriver to screw back the two screws underneath the
battery holder.
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Carefully slide the battery holder back in its place.
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Place the wires back in the track. If necessary, use a small, flat screwdriver to
carefully fixate the wires.

53



STARCOM

Systems

WatchLock Cube User Guide

Place the top cover back and use the cross-head screwdriver to screw back the

two screws.

LU

Watchlock (

479806

JBE Ass102202 2G

umemes e
= 479806

K CUBE Ass102202_2G

-

54



STARCOM

WatchLock Cube User Guide Systems

Inserting the batteries

NOTE: WatchLock Cube uses four (4) standard AA batteries. You can use either
rechargeable or non-rechargeable batteries. Before installation, please verify
that the batteries are fully charged.

e s

479806

WOINGYD ¥ AMNOHIN OH3Z
* 941+ NVSL B
1y

AS') « WV 3ZIS « 961+ NVSE
AHILLVE INTVITIV

woo sauaneqdt mmm
dnosD ¥eas PIOD 0 NP0 B
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Carefully insert each battery according to the polarity markings on the battery
holder, ensuring that the + (plus) and - (minus) terminals are aligned

correctly.

S/N

Watchlock CUBE Ass102202

F&

ACL « WV 3715 « 94 « V51 )
ea .

<A

..... G ki K (LA (e,

20 0 Ut 0 PEIOOND PO §
Yooy 20 Spondu Lep SONINBYM

AGL s VWV TR - O - 1M.l

ITAVAEED 0 DD

479806

C€

wWodsapaneqdb mmm
dnouo ead PIOD 4O 1NPOI a

2G

56



Systems

STARCOM

WatchLock Cube User Guide

%qtgo:ﬁ
AGL e WY SZIS 9k 1 st
AMILIYE ANV

AR

R L) 1)
PEROY O N A T e O
.o . "

...rx»EZHuh._J.nz.x
1SAULRE« SIZE AA»

n,:.o_o..). 9 Goid Peak Geo
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Slide the plastic cover back onto the device.
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Place the rubber cover over the device, insert the shackle back into the device
and use the key to close the lock.
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The device is now ready for installation.
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7. Monitoring

After the device is installed, you can monitor its status on Starcom Online.
Starcom Online is a web-based fleet management application with a flexible
event generator, which allows to set customizable notifications and alerts.

In your browser, go to http://www.starcomsystems.com/online. Enter your
username and password in the Username and Password fields, and click
Sign in.

ISTARCOM

Systems

Standard

LIVE: Operating Units

English Espafiol Francais Deutsch Portugués Italano Malayalam EAAnvikd Roménd Polski Nederiands Norsk Papiamentu Bwarapckn Magyar mowron Catali suflp mmlva
#MENiZi PGormeo Bahasa Melayu Cedtina Slovenéina Srpski Shaip Pycckwit Ykpakceka Kasakwa keiprszua Tirkce A3CE Kiswahil sl auell TNV SX(REE) Tiéng Vet B
==

Mobile site

Starcom Online horizontal menu bar features the following categories:

o Home - lists the most recently accessed devices, including their
location.

o Resources - allows to manage the device and customer information.

o Plans - allows to create and manage events and alerts.

J Monitor — monitors the events and alerts from the device.

o Map - displays the actual location of the device on the map.

. Reports - generates reports of the device activity.

o Profile - allows to configure your user properties.

o Help - contains tutorials and knowledge base.
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Home

The Home section shows recently accessed devices and latest site updates.

- S I ARC(')I" Home Resources Plns Monitor Map Reports Profie Help £d) Stephan Test (stephan-test) | 14:38 | Logout
s

ystems

Recently accessed units (Live Swmas)

Received Unit Location Key / Speed (kph) Reason
17/01/2013 06:49:50 300926 Ramat Gan, Gi'ad off/ 0 Amed | Tracking
N/A 300946 WL (0.0000,0.0000) off/ 0 N/A
13/05/2018 14:11:50 487188 Helios Adv UBX 24 Kefar Sava, Yokhanan ha-Sandiar (Office Kfar Saba) on/o Unarmed / Tracking
(Fullst)

Units  What do you plan to do with the system?  Wiring Tutorials

GeTimON 2 Downlosd on the
® Google Play [ App Store
Ynuanmskcmers fike this. W Follow @starcomsys < 537 followers G+ Follow 0 1,393

In the Home section, you can find the following additional links:

Live status - displays the current status of all live devices, as shown in the
following image.

Rocsved [vehde |ioation [Key / Spoed (oh)

19/01/2013 18:49:27 Bakers Choice Carlton off/ 0 Locked / Tracking

13/01/2013 07:06:06 BLPC St George off/ 0 Locked / Tracking

Full list - opens the Resources section that displays a full list of all your
devices.

Location - opens the Map section that displays a map showing the current
location of the device.

Quick List - links that enable you to access the Resources and Plans sections.
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Resources

The Resources section shows all your devices.

E STARCOM

3§ 555323 Watchlock 20/08/2012 15:03:56

A 555400 Watchlock 09/09/2012 08:53:15

555486 l‘i 555486 Watchlock 15/08/2012 15:55:30

On the left side, the Resources section features the following tabs:
Units - lists the devices.

Groups - lists the groups of devices and helps you create new and modify the
existing groups.

Users - lists the users and helps you create new and modify the existing users.

Places - lists perimeters and helps you define new and modify the existing
perimeters.

Units

The Units page features the Details area, which arranges the device
information in the following columns:

Number - the device serial number. Clicking on the device number link
will display the Unit Information page, where you can modify the
device information.

Name - displays the icon and the name of the device. Clicking on it will
reveal a pop-up menu with the quick access links to the Map and the
Reports sections.

Cellular Number - displays the phone number of the SIM card installed
in the device.

Last Message - displays the time and date of the last message
transmitted by the device.
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To create a new device, click New (not available for evaluation kit
users). The Unit Information page opens.

Unit Information System

fctive s
*Number 478583 Modify
Name Watchlock 478583

Cellular Number +1

Events: Not yet confirmad
Unit Type Watchlock Cube x
Terminal " s
Model
Color
CRONONCONCNC)

CYCACNCRONC)
®e0@e®

336

Icon

No Activity Alert
(Hours)

Installation date

Installation
location

Plate number

Registration
number

Manufacturing
date

Special signs

Active - when selected (set by default), makes the device active on
Starcom Online. To make the device inactive, deselect this checkbox.
No data will be collected for inactive devices; they will appear as dimmed
in the devices list.

Use this section to enter the device Number and Name. In the Cellular
Number field, enter the country code or the number of the SIM card
installed in the device.

In the Unit Type list, select Watchlock Cube.

No Activity Alert (Hours) - used to receive an alert when the device
has stopped transmitting. The default value is 336 hours (2 weeks).
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In the Users window, click on the plus (+) sign on the right and start
typing the name of the user you want to make the device available for
in the Search field. The name of the user will appear in the dropdown
list. Click on it to add it to the Users list. To remove the user, click on
the minus sign (-) on the left of the user name.

In the Groups window, click on the plus (+) sign on the right and start
typing the name of the group you want to make the device available for
in the Search field. The name of the group will appear in the dropdown
list. Click on it to add it to the Groups list. To remove the group, click
on the minus sign (-) on the left of the group name.

When finished, click Apply. The new device is saved.

To modify a device, in the Units page, click on the device name link of
the device you want to modify. The Unit Information page appears.
Modify the device details as required. Click Apply. The modified device
details are saved.

To delete a device, in the Units page, click on the device name link of
the device you want to delete. The Unit Information page appears. Click
Delete. The device is deleted.

65



STARCOM

Systems WatchLock Cube User Guide

Groups

You can create new and modify the existing groups of devices.

. S IARC(')M Home Resources Plans Monitor Map Reports Profile
L]

Systems
New Group Perimeters, Events
Perimeters

To create a new group, click New. The Group page opens.

Name: INew Group

U

Sharing

i

r)

+
2

[ Share Perimeters
Share Routes

O Share Events
Share Drivers

B Dpelete B cancel Apply

In the Name field enter the name of the new group.
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In the Units window, click on the plus (+) sign on the right and start
typing the name of the device you want to make the device available for
in the Search field. The name of the device will appear in the dropdown
list. Click on it to add it to the Units list. To remove the device, click on
the minus sign (-) on the left of the device name.

In the Users window, click on the plus (+) sign on the right and start
typing the name of the user you want to make the device available for
in the Search field. The name of the user will appear in the dropdown
list. Click on it to add it to the Users list. To remove the user, click on
the minus sign (-) on the left of the user name.

In the Sharing section, click the respective checkbox, if you want the
group to Share Perimeters or Share Events.

Click Apply. The new group is saved.

To modify a group, in the Groups page, click on the group name link of
the group you want to modify. The Group page appears. Modify the
group details as required. Click Apply. The modified group details are
saved.

To delete a group, in the Groups page, click on the group name link of
the group you want to delete. The Group page appears. Click Delete.
The group is deleted.
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Users

You can create new and modify the existing users.

. S IARC(')M Home Resources Plans Monitor Map Reports Profile
L

Systems

[ o
Groups
N N T T
testuser Test Test test@test.com Nf&

Perimeters

Export

To create a new user, click New. The Users page opens. Here you can
enter the new user information and define their access permissions.
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STARCOM
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*Username: | | O Account is locked

*Password: | |

Full Name: | |

Company: | | Template: Starcom
Address: Report Access...

City: | | O Google Maps access

ZIP Code: | | Allow status requests

Country: | | Allow outgoing commands

O Allow changing tracking interval

Phone: | | O Allow set unit parameters

*E-Maik | | O Allow adding units using QR code {(Mobile)

O Allow stopping vehide

Language: | English O allow logic state changing

Time zone: | Europe/Rome (UTC+32) O Allow clearing fleet

Date Format: | 15/01/2018 Cellular Commands

Time Format: | 17:09:00 Cellular Notification

t t Y .

:.I‘:gumrls-]: me ou |1 lZ“ O Lock account after 5 bad login attempts
Distance Units: | km O Force password changing once a month
Speed units: | kph O Allow editing cellular number

T tu

":ir;:era = | Celsius U Add users

Coordinates: | Longitude Latitude

UNIT| {|SPEED

Map Tooltip JUNIT] (] )]

Format:

Login message:

Account

expiration: |N,f.&.

Expiration

message:

O Al units

O show coordinates in reports

O Show battery voltages

O pisplay event popups

Delete Cancel s Save

@ ou @ o [
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Besides entering the user information, you can select the following
options:

All units -all the user’s devices will be displayed on the Map page. If
this option is disabled, only the selected device will be displayed.

Show coordinates in reports - the user’s reports will include the GPS
coordinates.

Show battery voltages - displays the battery charge in volts.

Report Access - allows to select which reports will be accessible for
the user.

Google Maps access - enables Google Maps access on the Maps page.

Allow status requests - enables the user to make device status
requests.

Allow outgoing commands - enables the user to send commands to
the devices.

Allow changing tracking interval - enables the user to change the
devices' tracking interval.

Allow set unit parameters - enables the user to change the devices'
settings.

Allow adding the units using QR code (Mobile) - enables the user
to add a new Zeppos device in Olympia Tracking app.

Allow stopping vehicle - enables the user to send a Gradual Stop
command to the device.

Allow logic state changing - enables the user to change the devices'
Logic State.

Allow clearing fleet - enables the user to send a Clear Events
command to the devices.

Cellular Commands - enables the user to send commands to the
device from a cellular phone.

Cellular Notification - enables the user to receive cellular
notifications.
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Lock account after 5 bad login attempts - locks access to Starcom
Online account after the user has made 5 bad login attempts.

Force password changing once a month - requires the user to
change the password once a month.

Allow editing cellular number - enables the user to edit the phone
number of the SIM card installed in the device.

Add Users - allows to create new users.

Permissions allow you to define the viewing and editing permissions of
the user for all the sections of the site.

Llsers

Copy from another user

—, Resources
Units - Edit
Units - Captions - Edit
Groups
Groups - Edit
Drivers
Drivers - Edit
Users
Users - Edit
Perimeters
Perimeters - Edit
% [4 Plans
ar Monitor
i Help
Map
Live Status
Profile

% [4 Reports

£ pelete B cancel #l save

After you configured all the parameters, click Apply. The new user is
saved.
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To modify a user, in the Users page click on the user name link of the
user you want to modify. The Users page appears. Modify the user
details as required. Click Apply. The modified user details are saved.

To delete a user, in the Users page click on the user name link of the
user you want to delete. The Users page appears. Click Delete. The
user is deleted.
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Places
You can create new and modify the existing perimeters.
ml STARCOM —
s
Units Search: New
= .|;;4vb:|m, ;ava Street (-‘&2550,‘53.3464‘) :

To create a new perimeter, click New. The Perimeters page opens. In
the Name field, enter a name for the new perimeter.

Perimeters
- - ~ “NOR c
Name: New Perimeter Eo) [ S ORTHSTRAND 53]
Longitude: 5.2697 DublinZoo ® A [+
Latitud 53.3462 . ) o
i : Fe)  STONEYBATTER £ - © James Joyce Centre EAST WALL )
Distance: 0 b © Rotunda Hospital >
Lastupdated: [27/05/2018 15:25:14 = a8
ey O Cineworld Cinema O B oy i
Fo = he Church @ eiish 1
o = e Fae B ion Museumn IAren
standbrid c] y Bridge @ @ - River Liftey s
<5 Trinity College ||
i 5
i 8 n © The Marker Hotel Dut
City Ha
i Irish Museum o B Db s DL
of Modern Art © B Dublin Castie i 7
3a0l@ Guinness Storehouse - [zead Ring
N M N
st tal National Museum of ~ Google Building
L \S‘ N reland - Archaeology = o =] ocmduo: Hl:;urisg
] Square
BREASA °© t.Stephen’s © Ihe Fitzwilliam
Casino and Card Club @1
@z ALT BEGGAR'S BUSH
Coombe Aviva Stadium &
o © yomens Hospital e )
B Dpelete B cancel @ Apply

To create a new perimeter, click on the settings icon in the lower right
corner of the map, Options > Create new perimeter at the top right
corner of the map. Click once anywhere on the map to start the
perimeter selection (this point would be the top left corner of the
perimeter). Move the mouse and click again anywhere on the map to
finish the perimeter (this point would be the bottom right corner of the

perimeter).
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Create New Perimeter

In the Perimeter Name field, enter the name of the perimeter. Click
Ok. The new perimeter is saved and appears on the map.

To view/edit the GPS parameters of the perimeter, use the Longitude,
Latitude fields on the left.

Name: [New Perimeter |
Longitude: -6.2607 |
Latitude: [53.3462 S
Distance: 0 =l
Last updated:  |27/05/2018 15:28:44 |
Hidden: O]
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Modify the values as required. Click Apply to save the changes.

After you made all the changes on the Perimeters page, click Apply.
The perimeter details are saved, and the new perimeter appears in the
list on the Resources section.

To modify a perimeter, in the Places page click on the perimeter name
link of the perimeter you want to modify. The Perimeters map page
appears. Modify the perimeter as required. Click Apply. The modified
perimeter is saved.

To delete a perimeter, in the Places page click on the perimeter name
link of the perimeter you want to delete. The Perimeters map page
appears. Click Delete. The perimeter is deleted.
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Plans

The Plans section enables you to create usage plans and to view plans that
already exist.

. S IARC(')M Resources Plans Monitor Map Reports Profile

Systems

Basic

This screen will assist you to set up your system usage plan.

Events What do you plan to do with the system?

O Generate reports about ignition working hours and mileage

O Receive alarms about speed violations

[ Receive alarms when entering/leaving 3 designated area
Receive alarms if the engine is on and the vehide isn't moving

[ Receive alarms about high speed in a spedific location

O Receive alarms when a vehide's door opens in a specific location
Generate reports about back doors opening (where installed)

Hext

On the left side, the Plans section features the following tabs:
Basic - allows to set up basic plans for LCU500 devices. Do not use.

Events - allows to create events for your devices.

To create a new event, you need to create an event Type first. Click Types.
The Types page opens.

Basic Goto:<l: Search: l:l tew
Events a
Hame “ Created by Events
Analog Inputs System Analog
Door opening in a specific location System Input, Perimeter
Excess idling System Input, Speed, Wait
Harsh acceleration System Transition
Harsh deceleration System Transition
High speed in a spedific location System Speed, Perimeter
Input System Input
Location System Perimeter
Mileage System Mileage
Speed violation System Speed

In this section, you can see the types of events already created in the system.
You can use one of them or create a new type.
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To create a new event type, click New. Enter the name of the event type in
the Name field. Leave Day of the week and Time Range as "Changeable",
later you will be able to change these settings in the event itself.

Name: |Hew Event Type |

Day of the week: Changeable

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

BERE®RRE O

U changeable
Time range: m . to
[ss] ()

Click the Add Event button and select the event type you want to create from
the dropdown list.

Add Event
Type: Wait ~
Value: _
Operand: Set Qutput
Input
specd
Perimeter
Roaming
GPRS
Tracking
Mileage
Analog
Logic state
RPM
Transmit Reason
Transition
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Most of the types listed here relate to the Helios devices. The event types that
can be used for WatchLock Cube are: Wait, Perimeter, Roaming, GPRS,
Tracking, Logic State and Transmit Reason.

Set the necessary Value. You can leave the Condition as "Changeable", later
you will be able to change it in the event itself. Select the necessary operand
in the Operand list, as follows:

And - when you create several events, this event and the following one will
be performed simultaneously.

And then - when you create several events, the following event will start only
after the first one is performed.

Transmit - the event will be transmitted.

End - ends an event. For example, you can create an output event, which
after it performs the necessary actions will simply end.

You can create a complex event type, which consists of several events.

When finished, click Apply. The new event type is saved.

To create a new event, click New in the Events section.

S Goto:<l+r Search: e

Entering Work stephan-test1 487188 Helios Adv UBX 24 Location

Enter the name of the event in the Name field. In the Units list, select the
devices you want to include in the event and click Add. The devices will be
moved to the Available for list.
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Name:

|New Event

Units
312344 Taxi
312351 Taxi
312582-Kylos Forever
312583-Kylos Forever
312608 Watchlock 2
405042
405059
405090
418228 watchlock

Add

Remove

Available for 0 Monitor

E-Mail

Enter the email address to receive the event notification. If you select the
Monitor checkbox, the event will be displayed on the Monitor page (see below)

in real time.

Click the Add Event button and select the type of the event you want to create
from the dropdown list.

Add Event

Type:

Name:

Time range:

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

REEEERE

Input:

Input

Input

Location
Speead violation
Excess idling

High speed in a specific location

Door opening in a spedific location

&nalog Inputs
Mileage
Harsh acceleration

Harsh deceleration

Condition:

Toaggle
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Specify the time and date range and the event condition.

When finished, click Apply. The new event is saved.

For example, let’s create an event which will send an alert when the device
enters a specific location.

For this, we will use a Location event type already created in the system and
create a new event based on this type.

Go to Events and click New.

Name: |Entering Perimeter |

Available for LI Monitor
312344 Tax ~ 418228 Watchlock E-Mail
312351 Taxi
312582-Kylos Forever
312583-Kylos Forever Add

405042
405059
405090
418627 Starcom test v

Enter the name of the event in the Name field. In the Units list, select the
devices you want to include in the event and click Add. The devices will be
moved to the Available for list.

Enter the email address to receive the event notification. Select the Monitor
checkbox, if you want the event will to be displayed on the Monitor page in
real time.

Click the Add Event button and select the Location type in the Type list.
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Add Event

Type: Lacation

Name: Entering Work

from (00 | :|o0

Time range:
to 23 |53 | (h:m)

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

N |

Perimeter: Office

Condition: Entering

Ignore Location by
Cells:

Add Event

Enter the name of the event in the Name field. Select the necessary time and

date range.
Select the necessary perimeter in the Perimeter list.

Select Entering in the Condition list.

Click Apply. The new event, which will send an alert when the device enters a

specific location, is created.
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Monitor

The Monitor section allows you to select a set of events for a specific device
type and to see them displayed in real time.

. s I ARC (') M Home Resources Plans Monitor Map Reports Profile G

Systems S —

[ o [

‘Monitor

Ll Goto:re12» Vehicle: | [All units] =l| Event: | [All events] =l

Settings .
Time | Vehicie v Address
24022013 183125 [} Watchlock 555010  Witest(cosed)  Contn, RouteDel’ Adroport (6.1047,462263)
24/02/2013 18:31:21 a Watchlock 555010 WL test (Opened) Cointrin, Route De L' Aéroport (6.1047,46.2293)
24/02/2013 16:11:42 r} Watchlock 555010 WL test (Closed) Cointrin, Route De L' Aéroport (6.1047,46.2293)
24/02/2013 16:11:33 4 Watchlock 555010 WL test (Opened) Cointrin, Route De L' Aéroport (6.1047,46.2203)
24/02/2013 16:09:53 4 Watchlock 555010 VUL test (Closed) Cointrin, Route De L' Aéroport (6.1047,46.2293)
24/02/2013 11:09:27 3 watchlock 555010 WL test (Opened) Mons, Route du Chiteau (6.0952,46.2620)
24/02/2013 11:05:46 I‘i Watchlock 555010 WL test (Closed) Mons, Route du Chiteau (6.0952,46.2620)
24/02/2013 11:05:17 I"l Watchlock 555010 WL test (Opened) Mons, Route du Chateau (6.0952,46.2620)

On the left side, the Monitor section features the following tabs:
Monitor - displays the events in real time.
Settings - allows creating new and modifying existing monitoring events.

To create a new perimeter, go to the Settings tab and click New. The Details
page opens. In the Name field, enter a name for the new event.
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Name New Alert Day of the week:
) Monday
Unit Type Watchlock/Kylos/Kylos Compact |~ Tuesday
Wednesday
Sound Message R Test Thursday
Friday
V] Saturday
s et o
STWL2 -~
Unit 477899 fom To 1:1o
Watchlock 433386 Add Time range:

Watchlock 478583

Watchlock 550914

Watchlock 552208

Watchlock 552337

Watchlock 821842uBlox/uBlox
Watchlock 821843 uBlox/uBlox

v remons ——— [ o

Tracking -~

Event

Emergency Add
Low battery

Static pin IN Remove
Static pin OUT

Strong Impact

Maobile pin IN

Mabile pin OUT v

E-Mail

o to 23 |:|59 | (h:m)
4 Remove

Select Watchlock/Kylos/Kylos Compact in the Unit Type list.

In the Units list, select the devices you want to include in the event and click
Add. The devices will be moved to the Available for list.

In the Available reasons list, select the reasons you wish to receive an alert
for and click Add. The reasons will be moved to the Notify for list.

o Tracking — alerts on every regular transmission.

o Event - alerts on every event created in the Plans section.
o Emergency - not applicable to WatchLock Cube.

o Low battery - alerts you of the battery getting low.

o Static Pin IN/OUT - not applicable to WatchLock Cube.

o Mobile Pin IN/OUT - not applicable to WatchLock Cube.
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Weak / Strong Impact - events which show two types of impact
on the device. These events are triggered by the accelerometer,
which can be configured in Installer > Watchlock Parameters >
Hardware.

Location Update - event which will update you on the device
location status.

Closed / Opened - alerts triggered upon opening and closing of
the lock.

Maintenance - not applicable to WatchLock Cube.
Break-in — not applicable to WatchLock Cube.

Power on - alert that is sent when the device turns on.
Light On/Off — not applicable to WatchLock Cube.

Temperature Low/High/Normal - not applicable to WatchLock
Cube.

Logging - alerts on every logging transmission.

No activity - this event can be used to receive alerts when devices
have stopped transmitting. The default value is 336 hours (2
weeks).

Enter the email for the notification to be sent to in the Notify for section.

Press Apply. The new monitoring event is saved.

Once the events are generated by the devices, they will appear on the Monitor
page. The email notifications are accumulated and sent once every half an
hour to avoid spamming.
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Map

The Map page displays the location of a single device, or a group of devices. It
also shows the device information and commands.

STARCOM

28 Stephan Test (scephan-tasti) | 16:33 | Logout
Systoms

= ; e e
[

ina Mall
Ingiés Dagonal

Avnguda de fa Rema Mara Cnstna, 95 m SE of Espanya
0:52:20

0 ¢ : Hard Rock Cafe
b S LES CORTS ¢ & L'ESQUERRA M
e DE SARRIA 3 DE L'EIXAMPLE
Location ° Entenes

Vvalid 09/06/2015 16:11:07
Coordinates (2.1502,41.3737)

Atitude  0m

= = b i Conie J ; $ o Mercat de la Boqueria®

Gran Teatre del Liceu MuseudHistoriagy

A N Az o CIUTAT VELLA .
6% ( 3.9V ANTS MONTUI 2 < . deCatalunya®

@ Plaa Reial
EL RAVAL S

SANTS B

Fresh Food Market &
Request Status o Q SEARE £l Gato de Botero O

SANT ANTONI

& COLLBLANC EL POBLE-SEC

Poble Espanyol o
de Montjuic @

5 S Hotel W Barcelona @
O et

[ Ect penmet

++ Dstany

INEFC Barcelona~ o

Universitat de Barcelona [l
Sports Complex

Falau Sart Jorch ©

@i
@ open
@ vandex

@ esar imagery

oty
PARC DE
Mo ! e e

@ Googe Raadihan >

@ Googes satelts e

@ Googe Hybrd Shopping Mall ¢y e LA MARINA
Granviaz DE

EL PORT.* £xnipiion and ™

You can select a device, or a group of devices in the dropdown list on the left.
In the Search field, you can enter the device number to be displayed.

Once you select the device, its location will be displayed on the map and its
information will appear on the left.
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STARCOM

=r
LA Shopping Mall
) ) L'illa Diagonal <
‘ Unit v | WL Spain ¥ | @:&h
E ) X ¥_ %, ing Mall
Location Barcelona, Avinguda de la Reina Maria Cristina, 95 m SE of Espanya {Inglés Diagonal
Received 10/06/2015 00:52:20
Reason Locked / Ping PESICORTS
Versi 2015.03.15 (Watchlock uB »
= faee DE SARRIA
Location -]
P ’
Valid 09/06/2015 16:11:07 i ,\’Ew‘%’ \ o
Coordinates (2.1502,41.3737) B cor® &Eué“-““ W&
Altitude om ?1 s
| f(*';, Flaga del Centre «»
10 ] Z
,
Battery 66% / 3.93v ANTS-MONTJUIC (i
()
2 % % SANTS
@ (4]
Request Status E‘ A S perS
) Y i
2 S 0 IE
— TATY - - Gaﬂ Elr ?% % ')_% In
Eollblanc-:; @ McDonald's & Badal md Plaga de Sants B -
%, g Ly]
3. 2o 9 g
= = s = E
S g % % 5 15
S 2S S e e 9\
& % e e s (Bl
% COLLBLANC 3 & B MecatNoud % % 7
£ o 2. s, far Ul W
\'-"-‘QQ S ki &-%/ % 2 2
The following device information is displayed:
e Location - the address of the last GPS position of the device
¢ Received - the date and time of last transmission from the device
e Reason - the reason for the transmission
e Version - the device firmware version
[ ]

Location - the GPS location of the device, including:

Valid - the date and time of the last location transmission from the
device

Coordinates - the GPS coordinates of the last position of the device
Altitude - the last altitude of the device
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e IO - device input / output information

¢ Commands

* Request Status - requests the current status of the device

» Tracking - overrides the device transmission rate settings and
forces the device to transmit according to the specified interval.

= Stop Tracking - stops the tracking command and returns the device
to its regular transmission rate

* The Queued commands option allows you to send a command to
the device while it is in sleep mode. The next time the device wakes
up to transmit, it will receive the command. This can be used to

change the device tracking interval, for example.

Tracking LI

Interval:

6 hour :J

Queued commands

Tracking (6 hour) (X

To enable the queued command, select the command and then press
the plus (+) icon on the right.

To remove the queued command, press the x icon on the right.
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(J Create new perimeter ga <

(# Edit perimeter

= Distance measurement »
Shapes D

All units

@ Map types
@ OpenStreetMap

@ vandex
@ ESRI Imagery
Google RoadMap §| Gornal <»
@ Google Satellite
@ Google Hybrid

Click on the settings icon in the bottom left corner to reveal the Map Options.

Search - as you type the name of a search criterion in the search field, a
list of matching names, from which you can select the required name,

appears.
Create new perimeter - allows to create a new perimeter.
Edit perimeter - allows you to edit an existing perimeter.

Distance measurement - allows to measure the distance between two

points on the map.
Shapes - displays your perimeters on the map.
All units - displays all your devices on the map at once.

Map types - you can select the following map types: OpenStreetMap,
Yandex, ESRI Imagery, Google RoadMap, Google Satellite, Google Hybrid.
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Reports

The Reports section allows you to generate different device reports and to
schedule automatically generated reports.

. STA RC(’) M Home Resources Plans Monitor Map Reports

Systems

Qe g
Report: Work Hours ﬂ

Schedule
Vehicle: 300926 =

14/03/2013 07:00 to |14/03/2013 20:00
Date Time Date Time

Date Range:

On the left side, the Reports section features the following tabs:

Instant - allows to generate reports on demand for a single device or a group
of devices for a specific time period (date and time range).

Schedule - allows to define scheduled reports that generate automatically on
a daily, monthly or weekly basis.

You can generate the following types of reports: Work Hours, Work Hours
Summary, Work Hours Group Summary, History, History — Technical,
Violations, Live Status, Events, Perimeter Entry, Transmit Reasons,
Monitored events, Stops.

To generate a report, select the report type in the Report dropdown list. Select
the device or group of devices in the Unit dropdown list. Specify the dates and
times in the Date Range. Click Generate.

The following is an example of a report generated for one device on one day
and for a specific time period.

89



STARCOM

Systems WatchLock Cube User Guide

Vehicle History

Vehicle: triton01 (=Y Coatepec ) @

e s -

Fom _ 25/03/2013 | &% 07:00:00

To 28/03/2013 ]@  20:00:00 @ s T
R +

Print

Paso de
Ovejas

5 = 1 Huatusco de
S Chicuellar
e |

‘Altamirano

~Soledad. de” Sl
Doblado w

. Campo
Tilapan O

Tuxpanguillo - U
pang ~— B ':.‘i;;::
i () \
2 % Zongolica 2 "‘
f >
: gl \ & pe@?‘ﬁ;’,&a A \ @ S
& g 35 5 7 Map data 82013 Google, INEG - Terms of Use Report a map error | K.
n _ Switchtorequarmap |
Received Reason Installed peed (Kph) Address
25/03/2013 07:39:58 Tracking on 0 0 (1) Veracruz, Fidel Velazquez (-96.1455,19.2119;
25/03/2013 07:40:30 Ping Veracruz, Fidel Velazquez (-96.1455,19.2119)
25/03/2013 08:40:00 Tracking On 0 0 el Fidel Vi -96.14!
25/03/2013 08:40:31 Ping Veracruz, Fidel Velzquez (-96.1455,19.2119)
25/03/2013 09:40:02 Tracking On 0 0 Veracruz, Fidel Veb: -96.14!
25/03/2013 09:40:34 Ping Veracruz, Fidel Velzquez (-96.1455,19.2118)
25/03/2013 10:40:04 Tracking On 0 0 Veracruz, Fidel Velazquez (-96.1455,19.2118)
25/03/2013 10:40:35 Ping Veracruz, Fidel Velazquez (-96.1455,19.2118)
25/03/2013 11:40:06 Tracking On 0 0 Veracruz, Fidel Velazquez (-96.1456,19.212
25/03/2013 11:40:37 Ping Veracruz, Fidel Velzquez (-96.1456,19.212)
25/03/2013 12:40:08 Tracking On 0 0 Veracruz, Fidel Velzquez (-96.1456,19.212
25/03/2013 12:40:39 Ping Veracruz, Fidel Velazquez (-96.1456,19.212)
25/03/2013 13:40:03 Tracking On 0 0 Veracryz, Fidel Vi -96.14! ,2117
25/03/2013 13:40:34 Ping Veracruz, Fidel Velazquez (-96.1456,19.2117)
25/03/2013 14:40:05 Tracking On 0 0 Veracruz, Fidel Vi -96.14: 2117
25/03/2013 14:40:36 Ping Veracruz, Fidel Velazquez (-96.1456,19.2117)
25/03/2013 15:40:11 Tracking Oon 0 1] Veracruz, Fidel Velazquez (-96.1455,19.211
25/03/2013 15:40:43 Ping Veracruz, Fidel Velazquez (-96.1455,19.2118)
25/03/2013 16:40:13 Tracking on 0 0 Veracruz, Fidel Velazauez (-96.1456,19.2118'
25/03/2013 16:40:44 Ping Veracruz, Fidel Velazquez (-96.1456,19.2118)
25/03/2013 17:40:15 Tracking On 0 0 Veracruz, Fidel Velazquez (-96.1456,19.2118
25/03/2013 17:40:47 Ping Veracruz, Fidel Velazquez (-96.1456,19.2118)
25/03/2013 18:40:14 Tracking On 0 0 Vi Fidel -96.145!
25/03/2013 18:40:45 Ping Veracruz, Fidel Velazquez (-96.1455,19.2118)
25/03/2013 19:40:16 Tracking On 0 0 Veracruz, Fidel Vi -96.14!
25/03/2013 19:40:53 Ping Veracruz, Fidel Velzquez (-96.1455,19.2118)
25/03/2013 20:40:18 Tracking On 0 0 Veracruz, Fidel Velazquez (-96.1456,19.2119
25/03/2013 20:40:49 Ping Veracruz, Fidel Velazquez (-96.1456,19.2119)
25/03/2013 21:40:20 Tracking on 0 0 Veracruz, Fidel Velazguez (-96.1456,19.2119°
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The report includes a map area and tracking details area. The map area shows
a map of the area in which the device is located showing points of movement
of the device. The tracking details area lists the tracking data of the device.

The pointers on the map correspond with the numbers in the address column
of the detailed list of transmissions received from the device. These numbers
indicate the points of movement of the device. The total number of map
pointers available per report is 50.

On the bottom of the Map section there is a Play button I that enables you to
play back the movement of the device on the map.

Save
-
To save the report, click Save —_|. The report is saved as a PDF file, or
as an HTML file in a zip.
Export
o
To export a report, click Export . The report is exported as a CSV
file, which can be viewed in Excel.
Print
A ™
To print a report, click Print = . The report appears in your default

browser window where you can select the printer to print out the report.

Scheduled reports

To create a scheduled report, in the Reports section, click Schedule.
The Schedule page appears.

Instant Goto:el: Search: tew
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Click New. The Report Scheduling page opens.

Report: History - Technical v| [ csvonly
Unit: [All units]

Fields: Full report o

Graphics: Full report P

Transmit Reasons: |Full report o

Repeat: Daily bt

Start time: 2000 -

End time 2000 e

Send to: suppart@starcomsystems. com

Mext scheduled: Mf A

From the Report dropdown list, select the type of report you want to
create.

Tick the CSV only checkbox, if you do not want a map provided with
the report.

From the Unit dropdown list, select the device or group of devices for
the report.

Select the Fields, Graphics and Transmit Reasons you want to see
in the report in the respective fields.

From the Repeat dropdown list, select if you want the report repeated
Daily, Weekly or Monthly.

Use the Start time and End time dropdown lists to select the time at
which you want to generate the report.

The Send to field is populated with the default email address for the
account. You can change this address or add additional email addresses,
separated by a semicolon.
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Click Apply. The report schedule is saved and added to the list of
scheduled reports.

AEE Goto:el» Search: [>] New

-

Daily a3t 20:00 Work Hours: 827905 Helios Ubx /A NfA

To modify a scheduled report, in Reports, click Schedule. In the
Details section, under the Generate column, click the link of the report
schedule you want to modify. The Report Scheduling page appears.
Modify the report schedule as required. Click Apply. The modified
schedule details are saved.

To delete a scheduled report, in Reports, click Schedule. In the
Details section, under the Generate column, click the link of the report
schedule you want to delete. The Report Scheduling page appears. Click
Delete. The scheduled report is deleted.

93




STARCOM

Systems WatchLock Cube User Guide

Profile

The Profile section shows your profile details that were created when you
purchased your devices. You can view and modify these details as required.

Username: demo

Password: | |
Full Name: | |
Company: | |
Address:

ity | |
7IP Code: | |
Country: |United Kingdom |
Phone: | |
E-Mail: |support@starcomsystems.com |
Language: | English
Time zone: | UTC+5
Date Format: | 15/09/2014
Time Format: | 15:09:00
Distance Units: | mies
Speed units: | mph
Temperature units: | Celsius
Coordinates: | Longitude, Latitude
Hop Yoot |VEHICLE| (|SPEED|)

Format: .
All units

Show coordinates in reports

[0 show battery voltages

O pisplay event popups

| Bl cancel | | Save |

To view or modify your profile, click the Profile tab, and modify the
information as required. Click Apply. The changes are saved.
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Using Map Tooltip Format

The Map Tooltip Format field lets you configure the information that will appear
in the info window on the Map page when you select a device.

To see all the parameters that can be configured in the Map Tooltip Format
field, click on the green question mark located to the right of the field. The Map
Tooltip Format legend window will appear.

Country:
Phone:
E-Mail:
Language:
Time zone:
Date Format:

Time Format:

Speed units:

Coordinates:

Map Tooltip
Format:

Distance Units:

|Un'rted Kingdom

|5uppnrt@mrcnmsystems.cum

| English

| UTC+5

| 15/09/2014

| 15:09:00

| miles

| mph

Temperature units: | Celsius

| Longitude, Latitude

|VEHICLE| {|SPEED|)

?

Map Tooltio Format B

UNIT| Name
REASON| Reason
LOCATION| Location
SPEED| Speed
STATE| Unarmed
TIME_RECEIVED| Time Received
TIME_VALID| Time Valid
ALTITUDE| Altitude
MILEAGE| Current mileage
HEADING | Heading
DOOR| Door Closed/Opened
KEY | Ke fo on
EMERGE Emer ency Dfﬂi’{)n
HOOQD | Hoo Close Dpema
MOTION| Motion Off/
SIREN| Siren Off/On
OIL| Cil Pressure Off/On
WATER| Water Temp Off/On
SHOCK| Shock Dfﬂ’ n
ANALOG1| Analeg 1
ANALOG2| Analog 2
VOLTAGE| Main power
X‘ Longitude

Latitude
DRIVER| Driver

Once you made all the necessary changes, click Apply. Then go to the Map
page and check the device info window.
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Help

The Help section contains answers to some frequently asked questions and
Starcom Online tutorials.

Profile Help

. S IARC(') M Home Resources Plans Monitor Map Reports

Systems

Reports

Tutorials
= How can I get reports on a regular basis delivered to my e-mai?

= How can I remove a report from the scheduled reports list, so T won't get it by email any more?

Wiring
Unit Configuration

= How do I configure anzlog devices?

Click on the appropriate tab to access the necessary information.
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Appendix A - Device Communication in Starcom
Systems

WatchLock Cube is the component of Starcom’s advanced tracking and
monitoring system. The system uses advanced software algorithms for field
tracking of devices and provides customers with a selection of real-time
information about the tracked device. The following image illustrates the
Starcom Systems communication channels.

HES ©

&ps Starcom
Starcom Location Servers
Devices o

Y. Iridium
’ Satelite
e

- ” Communications W

TCR/IP

Starcom Online

-
-4—p -
TCP/IP

Olympia
Tracking App

Cellular 1 = ! q 1 =
« “ﬁ." Operator TCR/IP \ TCR/IP
” \‘
\ @ Internet

A SMPP
e T g E‘g TeR/IP

crchimea =

SMSC

Operator

Client’s Mobile
Phon

The device transmits messages according to the values specified in WatchLock
Parameters > Transmission Rates settings (GPRS, SMS).
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When the device’s modem is turned on, it tries to connect to the network and
transmit via GPRS (4 attempts: 2 on the first server and 2 on the second
server). If it fails to connect to the network, it will switch to the SMS channel
(if it is configured to transmit via SMS) after about 4 minutes, because it makes
four attempts to connect via GPRS. It will constantly try to transmit via SMS.

The next attempt to transmit via GPRS will be repeated in 5 minutes. Every 5
minutes, the device will attempt to connect to the network and transmit via
GPRS. This process is illustrated in the following figure.

GPRS GPRS GPRS GPRS

server 1 server 2 GPRS
x  SMS SMS SMS SMS

ﬁﬁﬁ { Mﬁi}ﬁﬁ

2

The device saves all the information that could not be sent in its memory. Once
it is able to connect to the network again, it will transmit all the stored data.

The device sends encrypted data to the routing server. When the routing
receives it, it is decoded and encoded at the same time and sent to all the
recipients configured in the system.

The message size is 140 bytes (70 bytes data and 70 bytes header).

For more information, see Routing, Control Center and SMS Notifications
guides.
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Appendix B - Maintenance

Use OKS 1133, Low-Temperature Silicone Grease, to lubricate the pins and the
spring.

Y e 8
“\'\""“ Ll m-
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Appendix C — Contacts

For more information about Starcom Systems Company and products, please
visit: http://www.starcomsystems.com.

Technical Support

Comprehensive support information is available online at:
http://wiki.starcomsystems.com/wiki/index.php/Support.

Should you have any questions regarding our system, please contact Starcom
technical support. For personalized support, use Email:
support@starcomsystems.com, or Skype: starcom.support.
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